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Abstract
Quality of Experience (QoE) is a research domain that measures the ”degree of delight or annoyance of the users of an application or service”. Today’s research on QoE
mainly addresses multimedia services, where the user’s subjective perception is the prime
factor of determining the QoE. However, with the proliferation of the Internet of Things
(IoT) in industrial services, this thesis argues for extending the conventional QoE definition, architecture, and evaluation methods. Emerging IoT services, such as industrial
transportation and manufacturing, are more complex, with different quality requirements
than multimedia services. For instance, evaluating the machine-to-machine (M2M) communication that enables autonomous operations. Some IoT services closely engage with
human lifestyle and privacy; hence, delivering and measuring quality is of utmost importance. Consider a self-driving vehicle, making multiple real-time decisions as a result of
automated predictive models. Therein, measuring QoE faces two key challenges. The
first challenge is about measuring the QoE of an autonomous service. Traditional QoE is
typically measured through subjective tests - an approach that doe not apply to intelligent machines. The second challenge is about understanding and measuring the impact
of intelligent machines and their autonomous decisions. Quality degradation caused by
the machines and M2M communication can affect the business, environment, and even
raise life-threatening concerns.
This thesis argues for a paradigm shift within the area of QoE in the direction of
understanding the relationships between humans and intelligent machines, as well as
among the machines. Thus, the main outcome of the thesis is the introduction of Quality
of IoT experience (QoIoT), which extends the traditional QoE definition in covering IoT
services. Within QoIoT, we consider a quality evaluation from the perspective of users,
as well as from intelligent machines. The user’s perception is captured by following the
traditional QoE models, while intelligent machines are evaluated throughput objective
metrics describing their experiences and performance.
As a result of the extended QoE definition, this thesis presents a QoIoT architecture
consisting of a methodology and measurable parameters in emerging IoT services. The
QoIoT architecture models low-level objective metrics from four layers of the IoT service:
physical, network, application, and virtual. Then, the architecture argues for automated
approaches in determining the quality of network (QoN) and quality of data (QoD) based
on machine learning methods. In the next step of the architecture, we map the measured
low-level objective metrics into high-level contextual metrics as part of a quality of context
(QoC) layer. Finally, we aggregate the QoC metrics by considering the stakeholder’s
requirements to form a unified metric measuring the QoIoT.
v

The last part of the thesis validates the QoIoT architecture in a commercial industrial
IoT service, involving autonomous mining vehicles. First, we devise experiments and
propose methods for measuring the objective metrics within the QoN and QoD layers.
Key results within the QoN layer include estimations of latency of IoT vehicular data,
with the highest achieved of R2 accuracy of 90%, and cellular link throughput per vehicle,
with R2 accuracy of 92%. Regarding QoD, we detect anomalous behavior within the
data generated by the vehicles, including network and sensory data. The results show on
average 0.90 F1 score when detecting network anomalies while driving the vehicle in the
mining, rural, highway, and city environment, whereas 0.92 F1 anomaly detection score on
average regarding speed, positioning, and heading directions in the same environments.
Based on the mining stakeholder requirements, we then combine the QoN and QoD data
with utility theory to calculate QoC metrics - driver’s perception, reliability, and safety
of the vehicle’s operations; Finally, we aggregate the contextual metrics to measure the
productivity of the vehicle, which is the ultimate proposed QoIoT metric for the mining
use-case.
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for pushing me during hard times, the geeky discussions, and arguments. All the staff at
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Part I: Thesis Introduction
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Chapter 1
Introduction

1.1

Introduction

Internet of Things is a global infrastructure for the information society, enabling
services by interconnecting physical and virtual objects based on existing and evolving
information and communication technologies [60, 94]. In reality, an IoT device would be
any physical object capable of communication via the Internet. The ever-growing demand
for connected devices went from around 500 million in 2003 to 8.6 billion in 2018 and forecasted 22.3 billion by 2024, excluding mobile phones [36]. The applications for IoT have
grown from simple sensing devices into enabling advanced services for remote controlling, management, and maintenance of physical and virtual industrial processes [45]. Few
examples of the emerging IoT applications are shown in Figure 1.1, including digitizing
society (e.g., smart city, health-care), automated industrial production, and intelligent
transportation. The rapid increase in deployed devices comes with a series of challenges,
including network scalability, power consumption, security, data management and quality [88]. For instance, there are demands on the access networks for developing new
IoT-tailored communication protocols [12]; and demands on IoT platforms for bringing
the computation and virtual storage and processing closer to the devices [105].
As IoT becomes pervasive, it expands to services with a wide range of unique properties and quality requirements [66]. Consider autonomous vehicles (AVs) as an example,
where the focus is on fast and accurate processing of sensory data to avoid collisions [18];
while IoT-enabled remotely controlled vehicles impose stringent latency requirements on
the machine-to-machine (M2M) communications [108]. M2M communications, in such
cases, cover the data exchange among entities in the system [114]. The pervasive nature of the emerging IoT services also means their close engagement to human lifestyle
and privacy. For instance, humans are directly engaged as passengers or pedestrians in
the AV case. Therein, any type of failures in the M2M communications can pose lifethreatening risks [78]. Current practices for fulfilling the network quality requirements
regarding M2M communication are achieved through Quality of Service (QoS) evalua3
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Figure 1.1: The emerging IoT use-cases.
tion [48]. For instance, QoS metrics describe the network delay, jitter, packet drops, and
bandwidth. However, the QoS metrics narrowly capture the end user’s perception of the
service and may not reflect their overall service acceptability and experience [84]. To
highlight the end user’s point-of-view, the concept of Quality of Experience (QoE) was
defined as: “degree of delight or annoyance of the user of an application or service. It
results from the fulfillment of his or her expectations with respect to the utility and/or
enjoyment of the application or service in the light of the user’s personality and current
state” [19]. Since then, the research on QoE has focused from mapping QoS metrics
to users’ QoE [38]; to understanding and defining factors influencing QoE [84]; and to
building QoE management models [86].
The research on QoE management is addressed from two distinct but often complementary perspectives - application and network [107]. The network QoE management
is mainly an extension of the legacy Quality of Service (QoS) techniques - describing
the network performance and its impact on the user’s perception [38]. Whereas application QoE considers social, cognitive, and contextual metrics to produce a subjective score
that ranks the user’s experience [84]. However, the conventional QoE management mainly
targets multimedia services, such as video, voice, gaming, and Web applications [107].
Evaluating QoE in IoT services, especially in industrial domain, deviates from the conventional paradigm, as the scope goes beyond measuring user’s perception of a multimedia. Consider a simple scenario of regulating the temperature in a building. Herein,
the network QoE evaluates the user’s experience based on the network conditions [107].
Whereas the application QoE assesses user’s subjective perception in terms of feeling
pleasantness in the environment [107]. In such case, the user’s experiences depend on the
measurements from multiple interconnected sensors, typically managed from a centralized unit. However, the current QoE literature lacks studies which identify correlation
among precision, accuracy, and quality of sensory data with the QoE [118]. Moreover, the
inability to understand the implications of IoT hardware and software failures on QoE
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backfires when evaluating the performance and QoE of more complex industrial services.
Today, IoT objects are equipped with powerful artificial intelligence (AI), transforming
them into intelligent machines capable of autonomous decision-making based on predictive models [112]. AI enables reasoning on internal and external data within the service,
where precision, accuracy, and quality of the data are of utmost importance when making
an autonomous decision [78]. A poor understanding of how such decisions can impact the
QoE reduce the user’s situation awareness and potentially cause catastrophic events [34],
especially in AV cases. There are at least two documented fatal vehicle crashes that
occurred as a result of the self-driving system [27]. In the first case, a self-driving vehicle
collided with and killed a pedestrian, while in the second case, the vehicle collided with
a roadside barrier resulting in the driver’s death [27]. Recently, at least 11 cases were
reported where self-driving vehicles crashed with vehicles responding to emergencies, including ambulances and firefighters [91]. Questions arise if those crashes could have been
avoided if the human in the vehicle had better situation awareness of the internal vehicle’s states and performance [34]. Thus, we position this thesis in the QoE domain,
aiming to extend the current concepts into the IoT space. In particular, we are interested
in understanding the roles and relationship among users and machines with respect to
QoE. Then, as the legacy QoE definition is exclusively user-centric [19], we argue that
the QoE scope should not only cover the impact of IoT services on humans, but also on
the environment and business.
We split this thesis into three parts, framed as three main contributions. In the first
part of the thesis, we define and model the QoE in an IoT service. In particular, we identify the main entities and interactions within emerging IoT services and propose metrics
to evaluate the experience from two perspectives: 1) Human, by extracting the user’s
QoE according to the Qualinet definition [19]; and 2) Machines, by translating the overall machine performance to business-operational metrics. The second part of the thesis
presents a layered architecture, Quality of Internet of Things Experience (QoIoT), leveraging three pillars - model measure, and predict. Therein, model QoIoT consists of four
sub-layers with scope to: 1) Retrieve and understand specifications and service requirements; 2) Detect the components of the service; 3) Real-time monitor of the state of the
components; and 4) Control and re-configure physical, network, and virtual components
of the service. Then, measure QoIoT transforms the low-level metrics into context-aware
analytics by adding machine learning (ML) and knowledge-driven approaches. Quality
of Data (QoD), as a sub-layer, consists of pattern recognition, novelty, and anomaly detection, aiming to test the integrity and accuracy of the data generated by the model.
Quality of Network (QoN) projects situation awareness of how networks impact the overall service performance through enhanced network monitoring features, orchestration of
virtual functions, prediction algorithms, and pattern recognition strategies. Quality of
Context (QoC) processes all the metrics from the previous layers and groups them in
greater context - measuring metrics that capture the human and machine experiences.
The last pillar, Predict QoIoT, defines and predicts an ultimate QoIoT metric according
to the service requirements. Then, the last pillar forecasts the service performance into
the future based on the measured key performance indicators (KPIs) from the QoIoT
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architecture. Herein, the goal to enable a feedback loop for root-cause analysis. Finally,
the third part of the thesis is applying and validating the QoIoT architecture. In order to do that, we select a commercial industrial use-case involving autonomous mining
vehicles, with a possibility of being supervised and remotely-controlled from a distance.
Therein, we take on the quality requirements from the mining stakeholder and propose
ways of collecting and measuring different parts within QoD, QoN, and QoC with a goal
to reach the ultimate QoIoT metric for the mining vehicle use-case.

1.2

Research Motivation

The QoE research community is unified behind the definition that measures the ”delight or annoyance of the user of an application or service” [19]. In addition, the QoE
is defined to be ”influenced by various parts of the service, content, network, device,
application, and context of use” [19]. Such broad definition theoretically covers QoE
measurement in any service, including emerging industrial IoT services. Take the industrial applications covering remotely-controlled operations as an example. The user
watches a multimedia stream based on which actions are taken for remote-controlling.
Herein, measuring the user’s perception is a valid and beneficial metric, regardless of the
service, content, network, devices, or context of use. However, as the QoE definition is
strictly user-centric, with this thesis, we identify the need to go beyond measuring the
delight or annoyance of just the human user. Some emerging services can operate fully
autonomously, where the user may or may not be present to perceive the service. Thus,
the emerging services bring additional relationships that need thorough consideration
within QoE, such as human-to-machine and machine-to-everything. Moreover, multiple
other entities that perceive the service may be influenced and have different experiences
than the users, such as business stakeholders, machines, wildlife, and the environment.
In the following, we motive the need for extending the QoE definition regarding three
perspectives - human, service, and machine QoE.

1.2.1

Human QoE

The current research on QoE focuses on the quantitative representation of subjective
human perception of the service [86]. The state of the art in QoE mainly evaluates the
delight or annoyance of a single user consuming the multimedia services, such as video,
voice, gaming, and Web [86]. Figure 1.2 depicts the current scope of the QoE models in
the literature. For instance, a recent study by Gutierrez et al. [46] had users watching
360-degree videos, rating their viewing experience on a mean opinion score (MOS) scale
from 1 to 5 1 regarding visual quality and simulator sickness. Then, average subjective
QoE scores are calculated over a large population based on the mappings among subjective and objective metrics. In general, the main factors affecting the QoE are the network
performance (e.g., QoS), hardware (e.g., viewing device, video server), subjective (e.g.,
1

1 being the poorest, while 5 the best quality score [86].
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mood, enjoyment, emotions, technology acceptance, cultural background), and objective
human factors (e.g., human visual system) [86]. Similar experiments and QoE models
were developed for voice [40], gaming [87], and Web services [29]. However, it is challenging to scale up the QoE evaluation beyond multimedia services mainly due to the
increasing difficulties in applying the same subjective testing and picking out the right
influencing factors [118]. Within the emerging IoT services, the human-machine relationships reach different dimensions in terms of: 1) How the users perceive the service; and
2) How the technology impacts the users [112]. Consider an autonomous vehicle (AV),
where real-time decisions by the software can impact multiple users simultaneously, ranging from the driver, passengers, pedestrians, and people in surrounding vehicles. Herein,
different users perceive the service differently, some of which may even not be aware of it
(e.g., the pedestrians). Hence, measuring their QoE would be challenging within the current QoE scope. The underlying challenge is to consider different roles and relationships
among the users and machines and define ways of measuring the QoE within.
The emerging IoT services enable human-machine interaction, where multiple users
can affect and alter the real-time decision of intelligent machines. Consider the expert
driver of a mining vehicle, supervising an autonomous operation. The driver can modify
the settings of the intelligent software, decide to override the autonomous decisions, or
completely take over by remote-controlling the vehicle. Herein, the driver takes a decision
and has a direct influence on his or her own QoE. However, in order to decide when is the
right time to modify, override, or take-over over the vehicle, the expert driver would need
additional QoE metrics that would raise the situation awareness (SA) [34]. For instance,
measuring the current state of the intelligent machine and system for remote-controlling
in terms of reliability, safety, and their impact on business-operational metrics such as
productivity.

1.2.2

Machine QoE

AI is a key enabler for autonomous industrial services [66], highlighted in Figure
1.2. Going into the essence of AI, it is defined as ”the science of making machines
capable of performing tasks that would require intelligence if done by humans” [83], while
recent studies refer to AI as ”similar or the same kind as human intelligence exhibited
by machines” [71]. The research on AI goes as far as defining machine emotions [96] and
human-robot interaction [43]. Thus, one may envision that AI-enabled machines may,
just like humans, perceive experience, which arguably is different compared to the human
QoE [49]. A typical predictive model can be self-trained (e.g., unsupervised learning),
supervised by humans through a specific task, or instructed to maximize the notion of
cumulative reward (e.g., reinforcement learning) [42]. Thus, a predictive model makes
autonomous decisions based on the training process and available data, which can be
associated as their past experience [49]. However, within the notion of QoE, humans
subjectively evaluate their experience and that approach is not applicable to machines.
AI typically runs as software (Figure 1.2), controlling individual processes or even
a complete end-to-end service, making decisions based on internal and external data-
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Figure 1.2: QoE in an end-to-end IoT service.
sources [71]. Decisions by the AI software may be based on single or multiple interconnected predictive models, creating additional dependencies on the quality of the predictions. For example, consider a self-driving vehicle overtaking another vehicle on the
road. The decision is based on predictions from multiple individual models, such as for
detecting moving objects, line-keeping, collision avoidance, and speed control [13, 37]. A
faulty prediction by any of the models may have devastating consequences. Consider
the deadly accidents reported as a result of faulty self-driving software [27]. It has been
shown that faulty input data leads to poor predictions [82]. The term faulty, in this case,
can be associated with: 1) Poor precision, accuracy, and quality of the sensory data [78];
and 2) The predictive model and its training process, creating biased, overfitted, or underfitted models [112]. This thesis argues for introducing additional QoE metrics that
would break down and benchmark different parts of an AI system, as well as to measure
its overall performance. The benefits can be three-fold: 1) Enrich the user’s QoE with
situation awareness over the machine’s states, enabling the user to modify or override the
AI system at the right time; 2) Leverage the AI’s self-learning by using the benchmarking
metrics for labeling the raw generated data; and 3) Ability to trigger root-cause analysis
on measured poor performance and identify the source issues.

1.2.3

Service QoE

A fundamental characteristic of an IoT service is the coalescence with functionalities provided by other services, leading to complex service chains, known as System-ofSystems (SoS) [66]. Complex industrial services may even entail hundreds of interconnected external services offered by third parties, each with unique business incentives.
Consider a mining company with a fleet of AVs digging and excavating natural resources
(e.g., ore). Now consider an emergency in the mine, such as fire, explosion, or flood. The
risk assessment comprises an alarm service that ensures the safety of the miners, AVs,
other equipment, and the mine itself. The end-to-end alarm service consists of multiple
sensors to detect smoke, humidity, temperature, and autonomous processes for dealing
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with the emergency. For instance, an alarm is triggered in case of a fire in the mine, which
is followed by a series of chained events, such as reasoning on positioning data to locate
the miners and AVs and compute their most optimal rescue route. Then, the service
must actuate by notifying the entities for their routes in a timely manner and contact
additional external services to deal with the emergency situations (e.g., fire department).
The safety of the miners and machines, in this case, rely on complicated dependencies
on the data-sources, intelligent software, and M2M communication. In current practice,
the quality and performance of such complex SoS is controlled on an ad-hoc basis, while
the consequences of failures are not well understood [112]. Moreover, within the current
QoE notion, it is not clear which QoE should be measured and how.
Figure 1.2 illustrates an emerging service which consists of chained events and autonomous processes. For instance, an output from one sensor is an input to another
sensor, followed by autonomous reasoning and actuation initiated by the AI software. It
results in complex chained events with strong dependencies on the precision, accuracy,
and quality of the data by each sensor and process. As discussed in Section 1.2.2, an
autonomous decision may be wrong due to faulty input sensory data. Moreover, failures
in the chained events may cause complete production shut-down. Macaulay [75] reports
multiple temporary shut-downs of industrial automation processes as a result of communication failure, malfunction, security, and privacy breaches of IoT devices. This thesis
argues for the need to extend the QoE scope in covering complex SoS. The ever-growing
interest in IoT for industry creates a need to go beyond subjective user-centric QoE
testing and be more business-operational. In particular, we argue for novel methods to
measure the impact of chained events and autonomous processes on business-operational
metrics, understanding the implication of failures within and offering root-cause analysis.

1.3

Research Questions

This thesis aims to evaluate the Quality of Experience (QoE) in industrial Internet
of Things (IoT) services. In that direction, we identify and raise two research questions
based on the state of practice and state of the art review. We now state and describe
our two research questions (RQ).
RQ1: How to define and model Quality of Experience for an IoT service?
The QoE evaluation models have been traditionally developed for multimedia services
[107]. The QoE definition is clearly user-centric, evaluating the subjective user perception
of the service under diverse conditions and interference factors [19]. Whereas the IoT
definition goes beyond users, making it more things related. Patel et al. [94] defines IoT
as a network of physical objects, being Internet of three things: 1) people to people, 2)
people to machine/things, 3) machine/things to machine/things (M2M). Hence, based on
the QoE and IoT definitions, a question naturally arises whether QoE fully covers IoT
services? In particular, measuring the QoE of a M2M communication. Thus, as a first
research question, we raise the need to extend the QoE definition in the domain of IoT.
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The first challenge is interpreting the similarities and differences among the QoE and
IoT architectures and building blocks. The second challenge is modeling the experiences
and relationships among the entities within the emerging IoT services, such as humans,
machines, and the environment. The third challenge is analyzing the industrial IoT
services regarding their quality requirements from a business and QoE point of view. In
answering the first research question, the goal is to propose an extended definition of
QoE for industrial IoT services and build an architecture leveraging QoE in IoT services.
RQ2: How to measure and predict the Quality of Experience in an IoT
service?
The existing QoE models surveyed by Skorin et al. [107] consist of various methods for
evaluating user-centric QoE, however, mainly in a multimedia application. For instance,
Hossfeld et al. [51] map subjective user ratings to objective QoS metrics in building a
multimedia model, measuring metrics such as loss ratio, delay, and bandwidth. Whereas
Ammar et al. [9] extract features from the media stream of a real-time video application
to measure video freezes and QoE. Recently, QoE models utilize automated, machine
learning (ML), approaches for both data analysis and QoE predictions. The idea is
to utilize the correlation among the features and MOS, resulting in robust real-time
predictions of the subjective user-centric QoE. For instance, Casas et al. [21] use features
such as available throughout, cell location, and signal strength to directly predict video
MOS. However, in light of the RQ1, there is a difference among multimedia and IoT
services in terms of the entities perceiving the service and their relationships within.
Thus, the need to extend the QoE definition in the IoT domain prompts an extension of
the methods for measuring and predicting the QoE in IoT services. In particular, finding
a way of measuring the experience of intelligent machines, their M2M communication and
impact on the users, business, and environment. Therein, the first challenge is defining
methods and metrics for monitoring the data-sources of an IoT service. For instance,
monitoring the physical (e.g., IoT devices), network (e.g., M2M communication), virtual
(e.g., data storage and processing), and logical components (e.g., AI predictive models).
The second challenge is finding a correlation among the low-level data-sources with highlevel contextual metrics that can describe the performance and experiences of the entities
present in the IoT service. Therefore, with the second research question, we raise the
need to develop novel methods for measuring the behavior of the IoT services and predict
the experiences perceived by both users and intelligent machines.

1.4

Research Methodology

This section presents an overview of the research methodology used in the thesis,
illustrated in Figure 1.3. According to Kothari [69], research methodology is a method(s)
to explain and solve a research problem analytically. Our research process follows the
three-step research framework proposed by Holtz et al [50], although slightly modified to
serve our research context of implementing real-world solutions.
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Figure 1.3: The research process in this thesis.
The first step in Figure 1.3 is defining research questions. The initial discussions on
the research project for this thesis covered two wide research areas - IoT and cellular
networks, based on which a state of the art research report was written [77]. Within the
report, a specific set of topics and technologies were identified for further research based
on: 1) The disruptive impact of the topics within the two initially defined research areas;
and 2) Industrial problems and challenges that need to be addressed, according to the
state of practice; Hence, the state of the art research report [77] describes key challenges in
the following topics and technologies: 1) IoT (e.g., architectures and building blocks); 2)
Access network technologies within IoT (e.g., LoRa, cellular networks); 3) Future network
technologies within IoT (e.g., software-defined networks, edge computing, caching); and
4) QoE (e.g., QoE management and provisioning). Based on the research report [77], a
series of discussions followed in cooperation with our industrial partner InfoVista AB to
select the most valuable challenges and raise research questions as a basis for this thesis,
discussed in Section 1.3. It was decided that the thesis should be centered around two
keywords - QoE and cellular IoT.
During the second step of our research process (Figure 1.3), we answer the raised
research questions from Section 1.3. To do so, further literature reviews were conducted
in the domain of QoE and cellular IoT. Therein, we discovered challenges within the
emerging IoT services regarding business requirements and QoE provisioning. Then,
we extended the existing theories that define QoE and built architecture to solve the
raised research questions. The process of developing the architecture consisted of a
descriptive research method, used for investigating a problem which is not clearly defined
[69]. In addition, we identify and describe the characteristics of the input and output
metrics of the architecture regarding the QoE for IoT services. The process of developing
the architecture is not linear and requires iterative refinements based on the technical
implementation, validation, and achieved results, part of the third research step.
The third and final step of the research process considered quantitative analysis [50]
for collecting measurements and conducting statistical data analysis within a commercial
mining use-case. The technical part of the thesis was developed in close collaboration with
InfoVista AB, as part of a larger industrial research project PIMM-DMA [97] involving
multiple industrial project partners, such as Ericsson, Volvo CE, Boliden, Telia, and
ABB. The goal of the PIMM-DMA project is industrial automation - fully autonomous
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Figure 1.4: The vision of QoIoT for industrial services. Mapping low-level objective
metrics into high-level contextual metrics.
mining vehicles, with the possibility of being supervised and remotely controlled. The
PIMM-DMA project enabled us to access one of the Boliden’s underground mines for
conducting real-life experiments; using state of the art mining vehicles from Volvo CE;
and using the cellular network installed in the mine by Ericsson and Telia Sweden. The
technical solutions emerging from the third research step (Figure 1.3) follow the methods
proposed by the architecture. The results from the third research step are in the form of
research (scientific) papers, with an aim to validate the proposed architecture in industrial
settings. In addition, we have submitted a patent application to protect a measurement
method emerging from the third research step.

1.5

Research Contributions

In this section, we present a summary of the thesis contributions. We claim contributions in the fields of Quality of Experience (QoE) and Internet of Things (IoT). In
particular, we are merging the two fields and claiming contributions regarding modeling,
measurement, and prediction of QoE in IoT services. In the following, we describe the
three main contributions of this thesis.
1. Defining Quality of IoT Experience (QoIoT). This thesis identifies research
challenges in the field of QoE measurements within an IoT service. Traditionally, QoE is user-centric [19] - measuring subjective user perception. However, the
emerging IoT services include intelligent machines capable of autonomous reasoning and decision-making. Herein, we argue that the subjective QoE models are not
applicable for industrial IoT services simply because the machines cannot subjectively assess the services the way humans do. Thus, this thesis presents measuring
Quality of Machine Experience (QoME). Then, we use QoME to propose an extension of the state of the art QoE definition in the domain of IoT [78, 80]. We call
the definition QoIoT - Quality of IoT Experience, which is a metric that aggregates
the experiences of humans and machines.
2. Architecture to model, measure, and predict QoIoT. In light of the QoIoT
definition, this thesis presents an architecture containing three parts - model, measure, and predict QoIoT [78], shown in Figure 1.5. Model QoIoT identifies the
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Figure 1.5: The main steps of the QoIoT architecture: model, measure, and predict.
data-sources of the IoT service and their measurable metrics. Measure QoIoT proposes the usage of novel machine learning methods for measuring the quality of
network (QoN), quality of data (QoD), and quality of context (QoC). The goal is
to produce high-level contextual metrics that are able to represent the experiences
of humans and machines. As the name suggests, Predict QoIoT layer predicts
future values of the QoIoT metrics based on the service requirements. In addition, Predict QoIoT provides feedback to the modeling for the purpose of making
necessary adjustments if needed, depicted in Figure 1.5.
3. Validating the proposed architecture for QoIoT. The final research contribution validates the proposed QoIoT architecture in a commercial industrial usecase involving autonomous mining vehicles, supervised and remotely-controlled over
the network. The validation part focuses on the Measure QoIoT layer, proposing
the usage of novel machine learning methods within QoN [81, 124], QoD [82], and
QoC [28]. Regarding QoN, this thesis presents the use of wireless access link metrics
as features in creating non-intrusive network methods for estimating the latency of
the IoT vehicle’s data [124] and the vehicle’s available cellular link throughput [81].
Then, within the QoD layer, the thesis presents a method for detecting anomalies
and root-cause analysis in the network and vehicle-related data [82]. Figure 1.4
illustrates the overall contribution of this thesis. Based on the requirements from
the mining stakeholder, we identify high-level contextual metrics and map them to
the obtained low-level objective metrics. Herein, we propose a method using utility
theory and analytical hierarchy process (AHP) to measure the productivity of the
mining vehicle as an ultimate QoIoT metric [28]. Productivity, in this case, is a
combination of user’s experience (i.e., the expert-driver’s perception) and machine
experience (i.e., reliability and safety).

1.6

Thesis roadmap and publications

The thesis work resulted with nine publications, depicted on the Figure 1.6. The
publications include four journal and three conference peer-reviewed papers, an internal
state of the art report, and a submitted patent application. The publications cited in the
green boxes with thick border have been included in the thesis, where solid line boxes
indicate publications with the thesis author as first author. The arrows indicate the
logical workflow that led to each publication.
Table 1.1 presents a high-level overview of the publications regarding their relationship
to the research questions from the Section 1.3. The thesis work, in terms of publications,
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Figure 1.6: Thesis and publication roadmap.
resulted with the following outcomes:
• Paper A. Quality of Experience for the Internet of Things. Dimitar Minovski,
Christer Åhlund, Karan Mitra, Roman Zhohov. IEEE IT Professional Magazine.
Accepted on January 6, 2020.
– Abstract. The Internet of Things (IoT) brings a set of unique and complex
challenges to the field of Quality of Experience (QoE) evaluation. The stateof-the-art research in QoE mainly targets multimedia services, such as voice,
video, and web, to determine quality perceived by users. Therein, main evaluation metrics involve subjective and objective human factors and network
quality factors. Emerging IoT may also include intelligent machines within
services such as health-care, logistics, and manufacturing. The integration of
new technologies such as Machine-to-Machine communications and artificial
intelligence within IoT services may lead to service quality degradation caused
by machines. In this article, we argue that evaluating QoE in the IoT services
should also involve additional metrics for measuring the performance of the
machines alongside metrics for user’s QoE. This article extends the legacy QoE
definition in the area of IoT and defines conceptual metrics for evaluating QoE
using an industrial IoT use-case.
– Author’s individual contribution. I was the main driver for the work
presented in this paper. I reviewed and analyzed the state of the art on QoE.

15

1.6. Thesis roadmap and publications
RQ1
Paper
Paper
Paper
Paper
Paper
Paper
Paper

A
B
C
D
E
F
G

X
X

X

RQ2
X
X
X
X
X
X

Table 1.1: Mapping between the included papers and the research questions (RQ).
I proposed the definitions regarding QoME and QoIoT, with which we extend
the current definition of QoE to cover IoT services. I wrote the complete
paper. Christer Åhlund and Karan Mitra, as my main and co-supervisor,
respectively, were taking part in the complete process of building the proposed
definitions, contributing with constructive feedback and discussions that led
to the current form of the definition. Also, they both helped with formulating
the main message of the paper and commented the paper’s text to improve
its structure and presentation. Roman Zhohov was involved during the initial
discussions regarding the paper’s idea and scope.
• Paper B. Modeling Quality of IoT Experience in Autonomous Vehicles. Dimitar Minovski, Christer Åhlund, Karan Mitra. IEEE Internet of Things Journal.
Accepted on 10th of February, 2020.
– Abstract.
Today’s research on Quality of Experience (QoE) mainly addresses multimedia services. With the introduction of the Internet of Things
(IoT), there is a need for new ways of evaluating the QoE. Emerging IoT
services such as autonomous vehicles (AV) are more complex and involve additional quality requirements, such as those related to machine-to-machine
communication that enables self-driving. In fully autonomous cases, it is the
intelligent machines operating the vehicles. Thus, it is not clear how intelligent machines will impact users QoE, but also how users can alter and affect a
self-driving vehicle. This article argues for a paradigm shift in the QoE area to
cover the relationship between humans and intelligent machines. We introduce
the term Quality of IoT-experience (QoIoT) within the context of AV, where
the quality evaluation, besides user’s, considers quantifying the perspectives
of intelligent machines with objective metrics. Hence, we propose a novel architecture that considers Quality of Data (QoD), Quality of Network (QoN),
and Quality of Context (QoC) to determine the overall QoIoT in the context
of AVs. Finally, we present a case study to illustrate the use of QoIoT.
– Author’s individual contribution. I was the main driver for the work
presented in this paper. I designed the proposed architecture and mapped it
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to the use-case of autonomous vehicles. I wrote the complete paper. Christer
Åhlund and Karan Mitra were involved in the complete process of developing the proposed architecture, supervising the work, and contributing with
constructive feedback and discussions that led to the current version of the
architecture.
• Paper C. Real-time Performance Evaluation of LTE for IIoT. Roman Zhohov,
Dimitar Minovski, Per Johansson, Karl Andersson. In 2018 IEEE 43rd Conference on Local Computer Networks (LCN) (pp. 623-631).
– Abstract. Industrial Internet of Things (IIoT) is claimed to be a global
booster technology for economic development. IIoT brings bulky use-cases
with a simple goal of enabling automation, autonomation or just plain digitization of industrial processes. The abundance of interconnected IoT and
CPS generate additional burden on the telecommunication networks, imposing number of challenges to satisfy the key performance requirements. In
particular, the QoS metrics related to a real-time data exchange for critical
machine-to-machine type communication. This paper analyzes real-world example of IIoT from a QoS perspective, such as remotely operated underground
mining vehicle. As part of the performance evaluation, a software tool is developed for estimating the absolute, one-way delay in end-to-end transmissions.
The measured metric is passed to a machine learning model for one-way delay
prediction based on LTE RAN and radio measurements using commercially
available cutting-edge software tool. The achieved results prove the possibility
to predict the delay figures using machine learning model with coefficient of
determination up to 90%.
– Author’s individual contribution. Roman Zhohov and I were the main
co-authors of the work presented in this paper. Roman was, at the time, a
master’s student that worked under my and Karl Andersson’s supervision. I
initially designed the study with its main goals. Roman developed the software tool for the experiments, conducted the state of the art review, and we
jointly performed the experiments. Roman developed the machine learning
model, while we jointly performed the data analysis. I wrote two complete
sections in the paper, including Section 2 - Case Study and Section 3 - Realtime Sensor Stream. Me and Roman jointly wrote the Section 4 - Real-time
Performance Evaluation and Prediction. Further on, I extended the work
of this study by submitting a patent solution to the European patent office,
being the main driver and writing the complete patent. Per Johansson was
supervising the technical part of the study, providing feedback on the machine
learning modeling. Karl Andersson was supervising the theoretical part of the
study.
• Paper D. Analysis and Estimation of Video QoE in Wireless Cellular Networks
using Machine Learning. Dimitar Minovski, Christer Åhlund, Karan Mitra, Per
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Johansson. In 2019 Eleventh International Conference on Quality of Multimedia
Experience (QoMEX) (pp. 1-6).
– Abstract. The use of video streaming services are increasing in the cellular
networks, inferring a need to monitor video quality to meet user’s Quality
of Experience (QoE). The so-called no-reference (NR) models for estimating
video quality metrics mainly rely on packet-header and bitstream information.
However, there are situations where the availability of such information is limited due to tighten security and encryption, which necessitates exploration of
alternative parameters for conducting video QoE assessment. In this study we
collect real-live in-smartphone measurements describing the radio link of the
LTE connection while streaming reference videos in uplink. The radio measurements include metrics such as RSSI, RSRP, RSRQ, and CINR. We then
use these radio metrics to train a Random Forrest machine learning model
against calculated video quality metrics from the reference videos. The aim
is to estimate the Mean Opinion Score (MOS), PSNR, Frame delay, Frame
skips, and Blurriness. Our result show 94% classification accuracy, and 85%
model accuracy (R2 value) when predicting the MOS using regression. Correspondingly, we achieve 89%, 84%, 85%, and 82% classification accuracy when
predicting PSNR, Frame delay, Frame Skips, and Blurriness respectively. Further, we achieve 81%, 77%, 79%, and 75% model accuracy (R2 value) regarding
the same parameters using regression.
– Author’s individual contribution. I was the main driver for the work
presented in this paper. I designed the experimental setup, developed the
software tool for the experiment, and conducted the experiments. Also, I preprocessed and analysed the data from a machine learning point of view, in
developing the model for estimating the video streaming quality. I wrote the
complete paper. Christer Åhlund and Karan Mitra were involved during the
experimental design and data analysis part, providing valuable feedback. They
also took part of the writing process of the paper, with feedback on the paper’s
structure and presentation. Per Johansson was supervising the technical part
of the study, providing feedback on the data analysis and machine learning
modeling.
• Paper E. Throughput Prediction using Machine Learning in LTE and 5G Networks. Dimitar Minovski, Niclas Ögren, Karan Mitra, Christer Åhlund. IEEE
Transactions on Mobile Computing. Accepted on 8th of July 2021.
– Abstract. The emergence of novel cellular network technologies, within 5G,
are envisioned as key enablers of a new set of use-cases, including industrial automation, intelligent transportation, and tactile Internet. The critical nature
of the traffic requirements ranges from ultra-reliable communications, massive
connectivity, and enhanced mobile broadband. Thus, the growing research
on cellular network monitoring and prediction aims for ensuring a satisfied
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user-base and fulfillment of service level agreements. The scope of this study
is to develop an approach for predicting the cellular link throughput of users,
with a goal to benchmark the performance of network slices. First, we report
and analyze a measurement study involving real-life cases, such as driving in
urban, sub-urban, and rural areas, as well as tests in large crowded areas. Second, we develop machine learning models using lower-layer metrics, describing
the radio environment, to predict the available throughput. The models are
initially validated on the LTE network and then applied to a non-standalone
5G network. Finally, we suggest scaling the proposed model into the future
standalone 5G network. We have achieved 93% and 84% R2 accuracy, with
0.06 and 0.17 mean squared error, in predicting the user’s throughput in LTE
and non-standalone 5G network, respectively.
– Author’s individual contribution. I was the main driver for the work
presented in this paper. The study was designed by me and Niclas Ögren.
Niclas is a specialist in the domain of cellular network and protocols, providing
valuable contribution within each step of the technical solution. He developed
the software tool for the experiments. I conducted the experiments, developed
the machine learning model, and performed the data analysis. I wrote the
complete paper. Christer Åhlund and Karan Mitra provided feedback on the
theoretical part of the study and comments on the paper’s presentation.
• Paper F. Anomaly Detection for Discovering Performance Degradation in Cellular
IoT Services. Dimitar Minovski, Christer Åhlund, Karan Mitra, Irina Cotanis.
In 2021 IEEE 46th Conference on Local Computer Networks (LCN).
– Abstract.
Connected and automated vehicles (CAVs) are envisioned to
revolutionize the transportation industry, enabling autonomous processes and
real-time exchange of information among vehicles and infrastructure. To safely
navigate the roadways, CAVs rely on sensor readings and data from the surrounding vehicles. Hence, a fault or anomaly arising from the hardware, software, or the network can lead into devastating consequences regarding safety.
This study investigates potential performance degradation caused by anomalies, by analyzing real-life vehicle’s sensory and network-related data. The
aim is to utilize unsupervised learning for anomaly detection, with a goal to
describe the cause and effect of the detected anomalies from a performance
perspective. The results show around 93% F1-score when detecting anomalies
imposed by the cellular network and the vehicle’s sensors. Moreover, with
approximately 90% F1-score we can detect anomalous predictions from a deployed network-related ML model predicting cellular throughput and describe
the root-causes behind the detected anomalies.
– Author’s individual contribution. I was the main driver for the work
presented in this paper. I designed the complete study. In particular, I was
responsible for the literature review, design of the experiments, conducting
the experiments, developing the machine learning model, and perform the

1.7. Chapter Summary

19

data analysis. I wrote the complete paper. Christer Åhlund and Karan Mitra
provided feedback on the theoretical part of the study and comments on the
paper’s presentation. Irina Cotanis supervised the technical part of the study.
• Paper G. Performance and QoE Measurement of Industrial IoT Services. Dimitar Minovski, Christer Åhlund, Karan Mitra, Ulf Andersson. Submitted at IEEE
Transactions on Industrial Informatics.
– Abstract. The Internet of Things (IoT) is a key enabling technologies in
Industry 4.0 for smart and sustainable production. Emerging industrial IoT
services include interconnected intelligent machines that enable autonomous
operations. Some of these services closely engage with users, such as in healthcare and transportation, and their quality is of upmost importance. However,
current practices do not understand how to measure the impact of the intelligent machines on users, business, and environment. The challenge is mapping
low-level measurable metrics into high-level metrics that describe the service
performance with its cause and effect. Thus, this paper focuses on quality
and performance measurement of a commercial industrial IoT service involving mining vehicles. In practice, we gather and analyze vehicle, network,
and production-related data from the vehicles during their autonomous and
remotely-controlled mode. Our contribution consist of methods for measuring and describing the real-time productivity of the vehicle during the two
operational modes.
– Author’s individual contribution. I was the main driver for the work presented in this paper. I designed and wrote the complete study. Ulf Andersson
provided industrial expertise in the early stage of the paper, giving feedback
on the paper’s goals. Ulf Andersson also provided part of the industry-related
data-sets. Christer Åhlund and Karan Mitra provided feedback during the design part of the study and in building the theoretical models. Christer Åhlund
and Karan Mitra also provided feedback on the paper’s presentation.

1.7

Chapter Summary

This chapter gives an introduction to the main topic of the thesis, positioning the
thesis in the are of Quality of Experience (QoE) with a goal to extend the current concepts
into the Internet of Things (IoT) space. The introduction to the topic is followed by a
discussion on the research motivation for conducting the work. Therein, we discuss the
main research challenges that we identify from the state of the art in the area of QoE
and IoT, which we use to motivate and set the scope for this thesis. Further, we define
and describe two research questions that we address with this thesis, centered around
defining QoE for IoT services and proposing an architecture for its evaluation. Then,
we describe the research methodology that this thesis follows, consisting of three main
milestones: defining research questions, theoretically model the solution, and implement
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the technical solution. Finally, we list the main thesis contributions that emerge from
our research, with a discussion on the way each thesis contribution address the research
questions.

Chapter 2
Background and Related Work

In this chapter, we describe the background of the technological concepts part of this
thesis, as well as discuss the relevant related works in the area of Quality of Experience
(QoE) and Internet of Things (IoT). Section 2.1 presents the fundamentals of the IoT
evolution, coupled with the discussion of the main IoT building blocks. Special attention
is given to IoT connectivity, giving an overview of cellular network infrastructure with
measurable metrics that we utilize in our third thesis contribution, discussed in Section
3.3. Then, in Section 2.2, we cover the fundamentals of QoE, with the most prominent
definitions and architectures. Therein, we also discuss the state of the art on QoE for
IoT by analyzing the related works.

2.1

Internet of Things

The concept of IoT originates from the early 00s with studies on RFID technology
by the MIT Auto-ID Center research group [15], which later led to the first IoT architecture designs and applications [73]. Xu et al. [30] present a comprehensive study on
the IoT evolution throughout the years, discussing the differences from RFIDs and Wireless Sensors Networks (WSNs), to Cyber-Physical Systems, and Industrial IoT. What
unifies these concepts are the fundamental building blocks, shown in Figure 2.1, whose
structure stayed the same throughout the evolution, where each new technology within
a block extends the general functionalities [16]. For instance, within the communication
block, RFID directly paired two devices, and its successor WSNs interconnected multiple
devices with a specific protocol, such as ZigBee [30]; while IoT additionally extended
the communication block by adding Internet connectivity for each device [100]. The
current trends in IoT research keep the same track, extending the functionality of the
fundamental building blocks, namely by:
• Exploring opportunities and use-cases for novel access network technologies, such as
long and short-range communications, using licensed and unlicensed bands [76,100].
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• Developing new modular boards capable of connecting a range of different devices
[7].
• Proposing novel management methods for governing an IoT service [33].
• Making the whole IoT eco-system more secure [73].

Figure 2.1: The IoT building block.

2.1.1

IoT End-to-end Services

The research advancements in the IoT ecosystem facilitate novel applications and services in solving some of the most challenging quests. The most recent use-cases include
energy management systems [74], remote-controlled surgeries [103], sustainable rural development [31], and mitigating natural disasters [44]. In the following, we present an
overview of the state-of-the art in IoT, with respect to the IoT building blocks (Figure
2.1), enabling the emerging end-to-end IoT services.
Device. Represent physical objects which can perform perception tasks, scanning
and sensing their surrounding environment [66]. Few examples include sensing temperature, motion, and vibration [66]. In addition, IoT physical objects can be in the form
of actuators, waiting for a signal to trigger and execute processes [7]. Generally, IoT
sensors and actuators aim to collect, process, and share information [7]. Recently, a
modular set of hardware emerged, under the name of Single Board Computers (SBCs),
such as Arduino and Raspberry Pi, offering computational power, storage, and Internet
access. Such hardware is modular, with capabilities of plugging multiple sensors and
actuators simultaneously, via a range of ports (e.g., digital, analog, USB, and HDMI),
that an operating system can collectively manage [7]. IoT devices are envisioned to be
plug-and-play devices [7], where the possibility to access the Internet opens up various
vulnerabilities, summarized by Sharma et al. [104]. Many of the challenges, such as security, management, or connectivity issues, can be addressed by configuring the devices
with the latest standardized approaches, surveyed by Al et al. [104]. However, a fundamental issue within the device block arises from various hardware and software failures,
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affecting the devices’ sensing as well as computation [22], which we discuss in Section 1.2
of the thesis and address with the second thesis contribution, in Section 3.2.
Communication. The communication block is the key enabler for IoT services as it
gives the physical objects possibility to access the Internet. The continuous evolution of
the communication block enables the pervasiveness of the IoT as a technology, for both
private and business use [16]. Al et al. [7] present an overview of the IoT communication block, where IoT-tailored network and application protocols are reviewed from the
perspective of service requirements and IoT devices’ capabilities. Consider a SBC capable of short or long-range communication, enabled by Bluetooth or NB-IoT as network
protocols. Then, depending on the service requirements, different application protocols
may be deployed on top, such as CoAP, MQTT, and XMPP [7]. A study by Zhang [123]
reviews the IoT communication protocols from the perspective of the frequency bands.
A high-level classification divides the network protocols operating in licensed and unlicensed frequency bands. Zheng et al. [123] discuss the advantages and disadvantages of
both classes, pointing out that unlicensed protocols, such as LoRa, SigFox, and Bluetooth are inexpensive, but offer limited or no quality guarantees. On the opposite, the
licensed protocols are more expensive; however, the are compatible with the legacy cellular infrastructure that offers dedicated channels with quality guarantees [123]. The scope
of this thesis is centered around industrial IoT use-cases, which we describe in Section
3.2. Critical industrial services pose high demands on the network quality and, thus,
the work presented in this thesis considers cellular network communication protocols.
Hence, we dedicate the following Section 2.1.2 to the communication block, due to its
high importance, providing more details on the IoT cellular connectivity, reviewing the
state of the art, and identifying the key challenges that we address with the contributions
in Sections 3.2 and 3.3.
Management. Management in an end-to-end IoT service is present on multiple levels,
typically referring to device, data, and network management [7]:
• Multiple software platforms exist that offer IoT device management, typically deployed on a centralized SBC. Several real-time operating systems are good candidates for managing IoT devices, such as Contiki, Tiny OS, and Android, which are
reviewed by Al et al. [7].
• The produced raw data by the IoT devices is typically handled with data management techniques that can be deployed on the local hardware or accessed online.
Data management platforms offer the possibilities for graphical representation,
monitoring, and advanced data analytics on the generated IoT data [41]. Such
platforms are becoming increasingly more useful as they can also perform Machine
Learning (ML) techniques that learn from the available data to predict certain
events and states, adding intelligence that can lead into making automated decisions [41]. Gharaibeh et al. [41] review popular commercial data management
platforms, by Amazon, Google, and Microsoft, based on their capabilities for data
transformation, parameter tuning, creation of new algorithms, and support for various use-cases.
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• Network management addresses the challenges that come with massive deployment
of IoT devices, such as network scalability and capacity [5]. Recent technologies
such as Software Defined Networks (SDN) and Network Function Virtualization
(NFV) enable network management mechanisms with dynamic orchestration and
programmable resource allocation, which can significantly improve the overall service performance [5]. When developing the proposed QoIoT architecture, described
in Section 3.2, we consider quantifying the functionalities of the management block
in evaluating their impact on the overall IoT service quality.

Services. A fundamental characteristic of an IoT service, especially in the industrial
domain, is the coalescence with functionalities provided by external services [66]; this
has led to creating complex service chains, known as System-of-systems (SoS) [32], with
possibly even hundreds of services offered by different third parties, each with their own
business incentives. Consider an IoT service where a prerequisite of executing a certain
process is an input data coming from an external service, such as a weather forecast [66].
Such service dependencies are not unique just for IoT scenarios and typically are handled
by a signed SLA agreement, where certain quality requirements must be delivered [66]. In
a typical case, a service shares the IoT-generated data through IoT cloud platforms, which
can publish the data to any subscribed external services in a standardized format [32].

2.1.2

IoT Cellular Connectivity

The proliferation of IoT services in the industry depends, among others, on the reliable performance of the IoT connectivity [7]. For instance, IoT use-cases for traffic safety,
industrial manufacturing, and remote-controlling (e.g., health-care, transportation) are
considered as mission-critical services, where the quality of the network communication
may lead to endangering human lives, the environment, and business [66]. Thus, as mentioned before, the IoT service providers turn into the legacy cellular networks to achieve
reliable connectivity. Compared to the unlicensed IoT protocols (e.g., LoRa, Sigfox), the
legacy cellular networks can offer guaranteed network performance regarding achieved
throughput, minimal latencies, jitter, and packet losses [123], with characteristics illustrated in Figure 2.2. In the following, we will explore the state of the art in the cellular
network infrastructure, as well as provide the key challenges in cellular IoT.
2.1. 2.1

Background Work on Cellular Network IoT Infrastructure

Current cellular network technologies, such as GSM, 3G, and LTE, are not designed
to serve a massive amount of connected IoT devices simultaneously [7]. In addition, the
emerging IoT services have unique requirements regarding network connectivity, which
are vastly different from the conventional mobile services, such as VoIP, web-browsing,
and streaming [123]. For instance, IoT devices are expected to be intermittently connected to the network, spending most of their time in idle/sleep mode, using fixed and
low transmission rates [98]. Thus, 3GPP, as a standardization organization in its recent releases, makes an effort to integrate the IoT devices and their requirements in the
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Figure 2.2: Performance indicators for the IoT protocols.
cellular infrastructure [72]. For instance, 3GPP Release 13, published in 2016, presents
design requirements for three IoT protocols: EC-GSM, LTE-M, and NB-IoT [72]. Each
of them is suitable for a specific set of IoT use-cases, providing different KPIs, illustrated
in Figure 2.2. Generally, EC-GSM is envisioned to operate and replace the legacy GSM
bands, while LTE-M and NB-IoT will share the resources with the legacy LTE technology
and its frequency bands [72]. In addition, NB-IoT will have three deployment modes,
where it can co-exist with LTE and LTE-M within the same bands, but also be deployed
between the bands and in guard bands, with respect to time [72]. Prior knowledge of the
characteristics of the network protocols is necessary when modeling the network quality
in an IoT service, and hence, within Section 3.2, we define a network layer that considers
the service requirements for the network protocols.
Several recent research studies see the characteristics of the protocols from Figure 2.2
as insufficient in covering mission-critical IoT services [66, 72, 123]. Consider remotelycontrolled vehicles as a use-case, described in Section 3.3, with an abundance of delaysensitive packets streamed in uplink and downlink. For instance, live-video, vehicle monitoring systems, and sensors in uplink, while real-time control stream in downlink. As
defined by 3GPP, the requirements are about end-to-end latency of less than 50ms with
block error rate (BLER) of 10−5 [3], with gigabit throughput values for the video stream,
opposed to low values for the real-time control stream. Thus, 3GPP initiated the works on
extending the 4G/LTE network with requirements for the upcoming 5G/NR, envisioned
to enable the mission-critical IoT services [98]. To do so, 3GPP defined requirements for
end-to-end network slicing, which will horizontally slice computing and communication
resources to form virtual interfaces for supporting vertical industry applications with
diverse requirements. For instance, in terms of functionality, performance, and isolation [3]. Concepts such as SDN and NFV are key for enabling network slicing within the
5G/NR, which we consider in our architecture for modeling the quality of an IoT service,
described in Section 3.2.
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Figure 2.3: Cellular network IoT infrastructure.
2.1. 2.2

Evaluating the Wireless Network Access Link

Figure 2.3 illustrates an overview of the cellular network IoT infrastructure, envisioned
to be backward compatible and capable of serving devices from any legacy licensed network protocols [7]. Sharma et al. [104] discuss the significance of compatibility among
technologies, especially in dynamic vehicular cases, where a mobile device can switch
from LTE to 3G and GSM due to network coverage constraints. As mentioned before,
the performance levels of the network are of the utmost importance for businesses investing in IoT services [66], especially when it comes to mission-critical IoT that can impact
human lives. Thus, the contributions proposed in Section 3.3 of this thesis, containing
Paper C [124], Paper D [79], and Paper E [81] consider evaluating the impact of the
cellular link protocols on certain network quality parameters.
Real-time evaluation of the wireless network access link is typically done by inspecting the packet-header and encoded bitstream, e.g., sequence numbers, RTP markers, as
suggested by ITU-T Y.1540 recommendation [64]. In addition, different kinds of probing
messages are recommended by [64], such as sending a ping or unbiased message sample to calculate delay and jitter, as one of the network quality parameters. A study
by Barakovic et al. [17] review multiple frameworks that follow the ITU-T guidelines
for creating end-to-end network evaluations that utilize packet inspection and bitstream
information. However, Robitza et al. [101] point out that the service providers are recently encrypting their traffic, which limits the access to those evaluation metrics. More
complex network evaluation systems utilize bulk transfer tools to calculate network quality metrics, such as throughput, delay, jitter, and packet losses [67, 116]. For instance,
SCReAM [67] and Coupled CC [116] measure congestion in the network by streaming the
maximum amount of allowed traffic during an observation window. However, an observation window is a limiting option for most IoT use-cases due to multiple constraints, such
as power/battery usage, scarce resources, and a dynamic environment, which requires
constant measurements. More cost-effective techniques involve monitoring passive, nonintrusive, metrics that can be obtained by observing the wireless link between the devices
and the base-stations, as illustrated in Figure 2.3. Afroz et al. [6] discuss the strong correlation between non-intrusive metrics, such as RSSI, RSRQ, RSRP, with events such as
available throughput, link adaptation, handovers, and packet scheduling. Table 3.1, from
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Section 3.3.1, describes multiple wireless access link characteristics that we utilize within
Papers C, D, and E [79, 81, 124]. The metrics from Table 3.1 are typically public, meaning that a radio scanner can measure them, analyzing the signals from the surrounding
cellular cells (Figure 2.3), part of the 3G, LTE, 5G/NR, and their IoT versions [2, 72].
2.1. 2.3

Challenges in Cellular IoT

The 3GPP’s efforts to design new IoT network protocols can mitigate some of the
challenges regarding the deployment of the massive amount of IoT devices, extended
battery life, production of low-cost devices, as well as achieve extended radio coverage
[72]. However, the introduction of IoT communication within the cellular network is
challenging due to the appearance of high interference with the legacy protocols [90].
Oh et al. [90] points out at the interference created within the LTE bands once IoT
protocols such as NB-IoT and LTE-M are commercially deployed, resulting in failures
in the communication. Similarly, high interference is anticipated in the new 5G/NR
structure, where an IoT slice is characterized with low-throughout and ultra-low latency
[98]. Popovski et al. [98] illustrate the cellular resources given to an IoT slice, which
take short time-slots, but a large portion of the free resources per time-slot and such
schema will create high interference with the conventional human-type communication
(e.g., voice, messaging, web-browsing, video streaming, and gaming). Thus, with the
second and third contributions of this thesis, discussed in Sections 3.2 and 3.3, we consider
evaluating the impact of the network on the user perspective within an IoT service.
Another challenge created by the proliferation of IoT is machine-to-machine (M2M)
communications, where multiple IoT devices can communicate among themselves to
produce an outcome. Section 1.2 describes the case of self-driving vehicles, where autonomous decisions are made solely based on the M2M communication. As pointed out
by Van et al. [112], there is a challenge in evaluating the impact of the M2M communication on the overall autonomous system due to the absence of control algorithms necessary
to benchmark the performance of the autonomous decisions [112]. The presence of users
within the autonomous services additionally complicates the quality evaluation process,
which we consider with the first contribution of the thesis, described in Section 3.1.
Therein, there are multiple challenges associated with the relationship among human
users and machines. However, due to its complexity, we dedicate the following Section
2.2 for reviewing the state of the art on QoE and its extension into the IoT space.

2.2

Quality of Experience

This section is divided into two parts, where the first one captures the QoE fundamentals - modeling and measurement, while the second discusses the challenges in applying
the state of the art QoE concepts within IoT services.
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2.2.1

Background and Related Work

QoE Fundamentals

The understanding of the term quality and its importance for the Human-Computer
Interaction (HCI) led both the academic and industrial sectors into developing concepts
such as Quality of Service (QoS), User Experience (UE), and Quality of Experience
(QoE). QoS is a well-established area with abundant research [17, 84, 107], where the
focus is on what is happening in the network by investigating objective metrics such
as packet loss, latency, jitter, and throughput [84]. Thus, network providers typically
utilize QoS when building, upgrading, and maintaining their infrastructure - composed
of core networks, base stations, routers, switches, and the logical links among them [17].
However, typical QoS models struggle to provide insights in the why-dimension [84]. For
instance, describing “why is the user behaving in a certain way?” and ”why does the
user feel frustrated?”. The user does not perceive the individual network element, but
instead feels the overall system performance [38]. To highlight the user point of view,
a new concept was introduced - the QoE. According to the ITU-T [58], QoE is defined
as: “The overall acceptability of an application or service, as perceived subjectively by the
user.” It is worth noting that ITU-T also considers the following statements: “Quality
of Experience includes the complete end-to-end system effects (client, terminal, network,
services infrastructure, etc.)” and ”Overall acceptability may be influenced by user expectations and context [58].” A key noticeable point in those definitions is that ITU-T
does not describe what it means by context and how experts can measure users’ expectations. Therefore, our conception of QoE is in line with the work by Mitra et al. [84],
stating that “Quality of experience(QoE) is a metric that depends on the underlying QoS
along with a person’s preferences towards a particular object or service where his/her
preferences are defined by his/her personal attributes related to expectations, experiences,
behavior, cognitive abilities, object’s attributes and the environment surrounding that person.” Moreover, this thesis is based on grouping the concept behind the evaluation of
QoE by following the three steps - model, measure, and predict, as suggested by Mitra
et al. [84] and depicted in Figure 1.5.
2.2. 1.1

Model QoE

The first set of QoE models found in the literature are in a conceptual form [86]. For
instance, a comprehensive survey by Alreshoody et al. [23] identify parameters that can
impact the overall QoE, where their classification is divided into four groups: 1) The
standard QoS parameters, such as packet loss, delay, jitter, and throughput; 2) Subjective parameters related to the application and network, such as enjoyment, mood, and
emotions; 3) Usability parameters such as easy-of-use and technology acceptance; and 4)
Context parameters such as personal, cultural, social, environmental, and technological.
The conceptual models then transitioned into detailed methodological steps for measuring and predicting users’ QoE in laboratory and real-life environments. More recent
models focus on the relationships among the discussed parameters, describing the impact
of, for example, QoS parameters on usability parameters. For instance, Alreshoodi et
al. [8] survey the correlation analysis methods among QoE metrics, then Mitra et al. [84]
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Figure 2.4: Evolution of QoE evaluation.
use Bayesian Networks (BNs) to measure subjective QoE ratings regarding different context situations. In this case, BNs handle both discrete and continuous parameters, and
their linear and non-linear relationships. However, the literature on QoE is rather diverse
and scattered across fields. The inconsistencies are mainly at the level and amount of
factors that influence users’ experience [84]. In addition, the relationships among the
measured parameters are complex due to their abundance [86]. For instance, there can
be 1, ..., n contextual parameters affecting 1, ..., m subjective parameters. Further, n
contextual parameters can affect each other based on the nature of the application and
service. Thus, researchers propose methods for selecting specific QoE metrics based on
the user target group, type of service, cultural, and social preferences [23]. However, the
state of the art QoE models mainly cover multimedia services, such as video, voice, and
Web [23]. The advent of new multimedia compression and codec standards, new services,
as well as new transmission system and consuming technologies, all call for a new and
better understanding of QoE [23].
2.2. 1.2

Measure QoE

The general separation regarding QoE measurement techniques is divided among objective, the rationalistic and product-oriented approach, and subjective, the user-oriented
perceptual approach [84]. A study by Chen et al. [23] map the linear evolution of the
QoE measuring process, illustrated in Figure 2.4, which can be classified as:
• Subjective. Quantitative assessment of, for example, audio and video quality
inevitably involves human observers participating in controlled laboratory tests,
which elicit quality scale ratings [86]. ITU-T with P.800 recommendation [57]
presents a methodology for conducting subjective tests and plotting the results on
a rating scale. Though subjective QoE is viewed as relatively accurate, there are
several drawbacks associated with it: 1) They require large sample space for credible
results, making them costly in terms of time and resources [86]; 2) Laboratory
tests limit the application/service type, tests conditions, and viewing demography,
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making them inaccurate for real-life QoE assessment; 3) Subjective tests cannot be
used in real-time QoE evaluation [23]; and 4) As a result of subjective tests, the
rating scales typically average the users’ perception, which is not that attractive
for the business stakeholders.
• Objective. The objective quality assessment computes a metric as a function
of QoS and how the Human Visual System (HVS) perceives and processes the
information [23]. The most commonly used QoE objective models, such as EModel [61], PEVQ [59], and POLQA [63], verify their objectively computed score
with subjective tests. Offline models, such as [59,61,63], typically stream a reference
file to an end-node, and then in post-processing analyze its differences with the
original file. For instance, POLQA looks at lost packets, time–frequency mapping,
time alignment, alignment with a calibrated listening level, compressed loudness
scaling, and frequency warping. However, a disadvantage of such models is the
dependency on the original file, which hinders online QoE Prediction [23]. Recently
QoE models adopted more advanced data-analysis with a goal to serve as online
QoE methods.

2.2. 1.3

Predict QoE

Data-driven analytics emerged as the most prominent method of assessing QoE in
multimedia [23]. The advancements in statistical and machine learning (ML) methods
leverage the disadvantages of the subjective and objective QoE evaluation. Firstly, as
a substitute for a subjective rating scale, the abundance of data recorded from, for example, online multimedia platforms can be used to describe user’s perception through
viewing/listening time, number of watched videos, clicks on the page, and context switching. Few data-driven QoE analysis models utilize such metrics to predict the probability
for the users to return to the platform or termite their subscription (e.g., churn) [109,117].
Secondly, the outcome from offline QoE evaluation models can be utilized as a label towards which an ML model can be constructed. The idea is to record real-time available
metrics and train them to predict a QoE score from a rating scale. A popular approach
is to use network statistics retrieved from the packet-header and bitstream. For instance,
a study by Ascenso et al. [14] rely on packet-header information to build an online model
capable of predicting QoE in real-time. However, there is a growing trend among popular multimedia platforms to encrypt the packet-header and bitstream information, thus
making the QoE models relying on them no longer viable [101]. Going over the encryption issues, ITU-T with the P.1203 recommendation [62] defines modes depending on the
encryption levels. Orsolic et al. [92] describe the use of ITU-T P.1203 to build various ML
models for QoE score prediction on Youtube videos. The study uses in-network features
mainly based on calculating mathematical statistics on lists that store the amount of
data downloaded by the client in 1 or 5 second periods. ITU-T P.1203 and the study
by Orsolic et al. [92] are tailored for HTTP adaptive streaming, targeting issues such as
re-constructing missing frames, or buffering of downlink traffic. Although P.1203 recommendation is viewed as an accurate QoE solution for adaptive streaming applications,
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such as Netflix and Youtube, it is not applicable for real-time streaming services, such as
ViLTE, IPTV, Skype, surveillance cameras, or other OTT. Therein, the uplink stream
suffers from different issues, mainly frame/packet dropping.
Recently ML-powered QoE models emerged as universal solutions applicable for most
multimedia applications, regardless of the nature of the application (e.g., adaptive or realtime) and security measures. Casas et al. [21] collect in-smartphone measurements to
predict a subjective QoE of different applications, including YouTube, Facebook, and
Google maps. Therein, the main features correlated with the subjective QoE are session
volume, signal strength, and throughout. Such models are called active QoE prediction
models, where the predictions only occur during active data transmission. In Paper
D [79], we take a step further in collective passive measurements to predict user’s QoE [79]
for real-time video streaming applications. Whilst, Pedras at al. [95] apply a similar
setup for voice streaming applications. The key novelty of these studies is the correlation
among LTE radio link characteristics such as RSSI, RSRP, RSRQ, and SINR on the
subjective QoE score. The passive nature of these features enables a source-node (e.g., a
smartphone) to measure them while being in idle mode and not transmitting any data.
LTE radio link characteristics were initially studied by Afroz et al. [6], where their effect
was evaluated on objective QoS metrics, such as throughput, link adaptation, packet
scheduling, and handover.

2.2.2

QoE for IoT

As shown with the previous sections, the concepts of QoE and IoT are widely discussed
in the research community, however, in isolation. The combination of QoE for IoT is still
in its infancy due to the very few papers that target this area and the lack of a clear
definition of how emerging IoT services, besides multimedia, impact the QoE. Table 2.1
groups the research studies that target the area of QoE for IoT and classifies them by
the following criteria:
• Application domain - Related to the overall scope of the study in terms of which
IoT applications are covered.
• Quality of Data - Related to evaluating the accuracy and integrity of the produced data by the IoT devices, testing their hardware and software. In addition,
it includes various ways for conducting conditional monitoring of the devices for
anomaly and failure detection and isolation, as well as discovering novel states.
• Quality of Network - Related to situation awareness projection of the way networks
impact the overall service performance through enhanced network monitoring features, such as prediction algorithms and pattern recognition strategies, as well as
an evaluation of M2M communication and virtual processes.
• Quality of Context - The criteria is whether a study considers and reasons on the
contextual situations in which the QoE is being evaluated.
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Paper
(Year)

Application Quality Quality of
Domain
of Data Network

Quality of
Context

IoT
View

Defining
Validated
QoE
for
IoT

Wu et al.
[118] (2014)
Floris and
Atzori
[39] (2016)
Karaadi et
al.
[68] (2017)
Shin
[106] (2017)
Huang et al.
[52] (2018)
Hoffman
and Novak
[49] (2018)
Suryanegara
et al. [111]
(2019)
Minovski et
al. [78],
Paper
B
(2020)

General

Yes

Yes

Human

No

No

Multimedia

Partially Partially

Yes

Human

No

Partially

Multimedia

No

Yes

No

Human

No

No

Wearable

No

Yes

No

Human

No

Yes

Multimedia

No

Yes

No

Human

No

Yes

General

No

No

No

No

Smart City

No

No

No

Human Yes
and
Machine
Human Yes

General

Yes

Yes

Yes

No

Human Yes
and
Machine

Yes

No

Table 2.1: QoE for IoT comparison among studies.
• IoT View - Relates to whether a study considers evaluating the quality from the
perspective of humans and machines. An outcome can be in the form of metrics
that describe the experiences from human and machine perspectives, respectively.
• Defining QoE for IoT - The criteria is whether a study extends or re-defines the
conceptional QoE concept to cover IoT cases by proposing a novel definition. In
addition, the definition should cover emerging IoT services that include autonomous
processes.
• Validated - The criteria is whether the proposed model, architecture, or framework
is validated with experimental work.
The study by Wu et at. [118] present one of the earliest works discussing QoE for IoT.
They propose the concept of Cognitive IoT as a new network paradigm where physical
and virtual things or objects are interconnected and perform as agents. Moreover, Wu et
al. [118] sets the ground of QoE for IoT by identifying the layers of data in an IoT service
that need to be considered for evaluation. Namely, the authors distinguish a data layer
from an information layer, where the first one aims to evaluate the quality of the sensed
data, while the latter deals with intelligent decision-making based on a group of data
sources. As one of the first studies published in the area of QoE for IoT, Wu et al. [118]
identify few key research challenges that face QoE assessment methods, summarized as:
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1) A clear challenge of obtaining high-quality data with mixed characteristics and the
massive amount of sources; 2) Current QoE state of the art is limited on a single user
QoE, failing to cover system-level QoE suitable for large scale IoT services with massive
user base; and 3) A clear need for developing effective semantic technologies and knowledge discovery suitable for large scale IoT services in understanding their performance.
Regarding the Table 2.1 classification, Wu et al. [118] do not consider evaluating the
performance of the network on the overall QoE. The study neglects the impact of the
communication protocols and radio environment on the service performance, as well as
not considering to benchmark the M2M communication among IoT devices and virtualized processes (e.g., cloud computing). In addition, the study does not propose any
extension or re-definition of the QoE concept to cover IoT use-cases and only looks at
QoE from the human perspective.
Floris and Atzori [39] take a step further in developing a concept of a layered-QoE
framework to evaluate the quality of a multimedia IoT service. The validation of the
model is performed with gathered data from an IoT vehicle application containing sensors
and camera data. The data-sources are streamed and displayed to users, which then
subjectively assign a QoE rating score. Within their model, Floris and Atzori [39] propose
the concept of Quality of Data (QoD) that benchmarks the accuracy of the produced
IoT data. Although the authors do not provide methodological steps on what it actually
takes to measure QoD, they use an abstract version in combination with QoS to map
to subjective QoE scores. Their results mainly focus on the user’s subjective evaluation,
in the form of a MOS score, of the data generated by the system, which includes video
streaming and speed/RPM values represented graphically and textually. The authors of
the study, however, do not provide any indications of how their framework could cover
other services besides multimedia, especially services that involve autonomous processes.
In addition, the authors just mentioned few high-level network evaluation metrics, such
as delay, jitter, and packet loss. However, the study lacks a comprehensive analysis of the
network’s impact on the service performance, especially important for services involving
vehicles due to the dynamic wireless environment. Finally, the authors do not try to
extend or re-define the QoE concept and instead follow the legacy QoE by evaluating the
subjective users’ perceptions.
Karaadi et al. [68] propose the concept of Quality of Things (QoT) that targets the
quality of multimedia IoT services, such as automated camera detection of vehicle’s number plates and face detection. They identify the communication in future IoT services to
be predominantly machine-to-machine (M2M) and, thus, motive their work as conventional QoE can no longer be applied in M2M. The QoT architecture contains physical,
network, virtual, service, and application layers, and factors within that affect the QoT.
However, the proposed factors are still on a conceptual level and the discussion fail short
in describing the essence of the challenges regarding IoT devices, which are the classification factors in the Table 2.1. For instance, the study by Karaadi et al. [68] discuss the
importance of M2M communication, but there is a lack of discussion on the cause and
effect of chained M2M communication on the overall quality of the produced IoT data.
The study also does not consider any contextual information of the proposed study when
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evaluating QoT, has only the human perspective, and does not distinguish the proposed
QoT concept from the state of the art in the QoE domain.
Similar to the previous two studies, Huang et al. [52] focus on multimedia IoT applications, with the main objective to find a relationship between the multimedia IoT
devices and subjective user’s MOS. The authors consider IoT devices that produce multimedia content, such as video, audio, and still images, from which they store historical
multimodal data-sets. Then, neural network-based data fusion technique is utilized to
build the mapping between the average MOS and the network-related factors, such as
bandwidth, delay, loss, and jitter. Based on the classification criteria in Table 2.1, the
study by Huang et al. [52] do not attempt to distinguish among network failures and
failures generated by the multimedia devices, noted as Quality of Data. In addition,
they do not evaluate the QoE by considering any contextual information regarding the
IoT use-case. Finally, the authors [52] follow the path of conventional QoE evaluation
from the user’s subjective perception and, thus, do not attempt to extend or re-define
the QoE within the IoT.
Hoffman and Novak [49] present one of the first works that attempts to re-define the
QoE in IoT domain, targeting a variety of IoT applications, such as smart cities, wearables, and robots. They propose the concept of object experience, which does not require
smart IoT objects to have conscious experiences in order to have some type of experience [49]. The object experience emerges from the interactions that involve the object,
which can include interaction between the object and other parts, such as consumers
and other objects. The authors [49] build a comprehensive theoretical approach to define
the object experience by analyzing its emergent properties, capacities, and expressive
roles from all the object-centric interactions. Hence, the object experience understands
the role of M2M communication among IoT objects, leading to autonomous decisions
where humans are not necessarily involved in the decision-making process. However,
the authors do not provide any measurable metrics of the object experience and, thus,
do not validate their approach. In addition, they do not consider any technical details
of evaluating the M2M communication among the IoT devices, as well as neglect the
implications of the network on the service quality and performance.
Shin [106] proposes a framework for evaluating the user perception of a wearable
IoT service by finding the relationships among subjective QoE and QoS metric. The
study distinguishes among content, system, and service quality, but ultimately reasons
on such concepts from the human perspective by evaluating metrics such as enjoyment
and pleasure, associated only with human experiences. Further, Shin [106] conducts
subjective interviews to qualitatively understand the user’s QoE of using the wearable
IoT service. Similar to the previously cited studies, such as [39, 52], the main focus is
to find correlations among user’s subjective MOS and QoS metrics (speed, jitter, delay,
loss, bandwidth, and burst). The author, therefore, neglects the importance of evaluating
the quality of the produced data with measurable metrics and does not consider any
contextual information of the IoT use-case and users.
Suryanegara et al. [111] propose a 5-step framework for measuring QoE of IoT services, which includes: 1) Setting up the focus of the IoT services and the QoE parameters
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being assessed; 2) Defining users of IoT services; 3) Conducting a mean opinion score
(MOS) survey of the users; 4) Calculating the DMOS (differential MOS) based on the
ACR-HR quantitative scale; and 4) Providing the strategic implications to those who
implement the service. The first step is important because it sets-up the stage of measurable QoE metrics for IoT services; the authors propose five core parameters in the
form of efficiency, consistency, convenience, integration, functional stability. However, the
authors measure those metrics from the perspective of the users. That is, a conducted
survey asks the users to assign a MOS value to each of the proposed metrics based on
their subjective experiences of using the service. The authors [111] do not attempt to
gather any quantitative data from the service, such as metrics from the IoT devices or
network evaluation metrics. Thus, there is a lack of methodological steps that model
the data-sources of an IoT service, which can lead into understanding why the user has
assigned a particular MOS value. Such quantitative evaluation, in the form of QoD,
QoN, and QoC in Table 2.1, is important in cases when IoT services include intelligent
machines and autonomous processes due to the ability to conduct a root-cause analysis.
In addition, as pointed out by Hoffman and Novak [49] and the Paper B [78], discussed
in Section 3.2, intelligent machines have their own experience, which has to be evaluated.

2.3

Chapter Summary

This section provides a discussion on the background and related works on the two
main topics that are covered in this thesis: Internet of Things (IoT) and Quality of
Experience (QoE). It starts with a description of the main IoT building blocks, identified by several research studies [16, 30], which include device, communication, service,
management, and security block. Therein, we highlight the scope of this thesis, with
respect to the building blocks, being the device and communication blocks. In addition,
Section 2.2 provides a thorough analysis of the QoE concept with respect to modeling,
measuring, and predicting QoE. Finally, we provide a classification table (Table 2.1) of
the state of the art works in the area of QoE for IoT, comparing them with the proposed
contributions in Section 1.5.
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Chapter 3
Detailed Thesis Contributions
This chapter presents a detailed description of the thesis contributions. The main
contributions include: 1) Definition Quality of IoT experience (QoIoT); 2) Architecture to
model, measure, and predict QoIoT; and 3) Validating the proposed QoIoT architecture.

3.1

Defining Quality of IoT experience

Paper A [80] addresses the first research question of this thesis. The paper reviews
the state of the art in QoE area and identifies the research challenges of assessing QoE for
IoT. We argue that intelligent machines and their M2M communication are the key areas
that need to be included in the extended definition of QoE for IoT. The M2M communication enables IoT objects to be orchestrated by an intelligent machine. For instance,
an AI-powered controller can autonomously navigate a self-driving vehicle or perform
robotic actions in production industries. However, the QoE models are user-centric,
relying on subjective opinions from the human users to build rating QoE scores [19].
Such a concept is not fully applicable in the emerging IoT services as the machines are
not capable of subjectively rating the quality and experience as humans. But yet, the
human users, business, and the environment are impacted by the decisions of the intelligent machines. Herein, the autonomous decisions are based on gathered data and
multiple predictive models - a process prone to errors [42]. Hence, evaluating the quality
of the decision-making is a challenging task due to: 1) Network issues affecting the M2M
communication; 2) Hardware and software bugs and failures; 3) Biased, over/underfitted
predictive models, resulting in poor prediction accuracy. Thus, as part of the first contribution, in Paper A [80], we acknowledge the need to evaluate the experience of intelligent
machines. The term experience refers to the current perception of the input data by the
machine, considering the training process and past predictions. As a result, we propose
the following Quality of Machine Experience (QoME) definition:
Definition 1. (QoME) Objective metrics that measure the quality and performance
of the machine’s processes and its decisions.
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Figure 3.1: Defining QoIoT.
Throughout the thesis, we utilize an industrial use-case involving commercial autonomous mining vehicles. Therein, the formation of QoME metrics is service-specific
and should come out from the service requirements. A QoME metric can, for instance,
benchmark the progress of the vehicle processes (e.g., loading the ore) with respect to
particular business-operational objectives, such as reliability, safety, and efficiency. However, the main challenge is breaking down the individual data sources of the service and
knowing which low-level objective metrics to measure. In particular, the present challenge is finding correlating among the low-level objective metrics, such as vehicle’s speed
and positioning, with the high-level contextual QoME metrics.
Within the mining use-case, the human driver takes active participation in the IoT
service, such as adjusting the settings of the intelligent software or even controlling the
vehicle from a distance (Figure 3.1). Such human-computer interaction patterns largely
complicate the QoE measurement process, as the human user is no longer only consuming
a multimedia stream but rather takes active participation in the service. Therein, the
autonomous decisions by the intelligent software will impact the human users, as well as
the business and surrounding environment. However, the users, business, and the environment can also impact the autonomous decisions by the intelligent software. Thus, the
complex relationships among humans and machines, illustrated in Figure 3.1, motivated
us to form the Quality of IoT experience (QoIoT) - an extension of the Qualinet’s QoE
definition [19]. Paper A [80] argues for merging the conventional QoE with the newly proposed QoME, forming QoIoT that quantifies the human-business and business-machine
relationships. Essentially, QoIoT is an aggregation of metrics that are measured from
two different perspectives: 1) QoE, by extracting metrics from the legacy user-centric
models [84, 86, 107]; and, 2) QoME, by understanding machine’s behavior and translating the machine performance to business-operational metrics. A high-level overview of
QoIoT is illustrated in Figure 3.1 and can be formally expressed as:
Definition 2. (QoIoT) A metric that aggregates the delivered quality of an IoT
service from the perspective of humans and machines. The end-users’ experience is
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evaluated with subjective and objective human factors, while Quality of Machine
Experience (QoME) translates the overall machine performance to business-operational
metrics through objective performance indicators.
Figure 3.1 defines the logical flow of creating a QoIoT metric. In industrial settings,
the business entity (e.g., stakeholders, service providers, and owners) decides to install,
replace, and update the machine entity (e.g., IoT objects, M2M communication, AI
systems). In addition, the business entity, driven by customer needs, defines the QoIoT
metric - aggregating the conventional QoE metrics with the QoME metrics. In Paper
B [78], we define and propose conceptual methods and metrics for measuring QoE, QoME,
and QoIoT, having the mining use-case as an example. Therein, the expert-driver’s
subjective perception is the QoE metric, while reliability, safety, and efficiency are the
QoME metrics. As depicted with Figure 3.1, we aggregate the QoE and QoME metrics
to calculate the productivity of the mining vehicle - as the ultimate QoIoT metric.
Paper B [78] argues that measuring QoE and QoME in industrial IoT services raise
the situation awareness (SA) of the entities in Figure 3.1. Endsley [34] defines the term
SA as the means of observing and comprehending the current state of the system in the
environment, detecting patterns, and creating knowledge that improves service control
and performance. Therefore, in complex IoT services, it is essential to create QoIoT
knowledge understandable for both entities, humans and machines (Figure 3.1). On the
one hand, the Human entity needs such knowledge to: 1) Comprehend the impact of
the machines on the business and user’s QoE, enabling the stakeholder to adjust and
prioritize certain QoME metrics dynamically 2) Replace or install new equipment, and
upgrade software; 3) Semi-control the machines; and 4) Improving the user’s SA of the
system, allowing the end-user to promptly react in overriding an autonomous machine or
adjusting its settings. On the other hand, measuring QoIoT is beneficial for the Machine
entity in understanding the impact of individual data-sources and AI logical components
on the overall service performance [112], and finally, making use of the QoIoT metrics as
benchmarks for self-learning methods within the autonomous operations.

3.2

Architecture to model, measure, and predict Quality of IoT experience

The second contribution of this thesis addresses the second research question by developing an architecture to model, measure, and predict QoIoT. Mitra et al. [84] propose
a similar three-step evaluation of QoE, arguing for a layered-separation of roles within the
quality evaluation process. Therein, each step has its own responsibilities when it comes
to handling inputs or computing outputs. The benefits are linked to a feedback loop for
troubleshooting and root-cause analysis in order to satisfy the service level agreements
(SLA). Paper B [78] develops a conceptual QoIoT architecture applicable for industrial
IoT services, illustrated in Figure 3.2.
The QoIoT model consists of four layers - physical, network, application, and virtual,
each with a predefined scope regarding identifying and monitoring the service components
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Figure 3.2: QoIoT model, measure, and predict.
and data-sources. Figure 3.2 shows a high-level view of inputs in the Model, including
both static and dynamic information. They include general service information, such as
the specification of the hardware and software within the service, as well as the SLA; while
dynamic information include real-time access to the network and raw data generated by
the IoT objects and the logical system components. The scope of the Model is as follows:
1) Retrieve and understand the static information coming from the SLA; 2) Detect the
components and main data-sources of the service within each layer; 3) Monitor the state
of the components by gathering the dynamic, real-time data, and measure low-level
metrics that are used for further analysis; and 4) Control and re-configure the physical,
network, and virtual service components.
The low-level metrics from the Model enable contextual analytics by adding machine learning and knowledge-driven approaches for creating high-level metrics. Measure
QoIoT essentially extracts the data analysis process from the object perception layers in
the Model. Thus, Measure QoIoT creates contextual metrics that measure the quality
from the human and machine perspectives, improving their SA and enhancing decisionmaking processes. To do that, Measure QoIoT consists of three sub-layers, as depicted
in Figure 3.2. Quality of Data (QoD) processes the data from the Model, with the aim
to test its accuracy, detect anomalies, and discover novel states. Quality of Network
(QoN) facilitates situation awareness projection of how networks impact the overall service performance through enhanced network monitoring features, orchestration of virtual
functions, prediction algorithms, and pattern recognition strategies. Quality of Context
(QoC) processes the metrics from the previous layers and groups them in greater context
- QoE and QoME. Considering the SLA requirements, the scope of QoC is identifying
QoE and QoME metrics and correlating them to the low-level metrics. Paper B [78]
proposes the use of utility theory in order to calculate the QoC metrics.
A prediction of the overall QoIoT concludes the architecture. Paper B [78] identifies
productivity as the ultimate QoIoT metric within the mining use-case, calculated by
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Figure 3.3: The mining experimental setup.
aggregating the QoE (e.g., user’s MOS and technology acceptance) and QoME (e.g., reliability, efficiency, safety) KPIs. Figure 3.2 depicts the role of the stakeholder in defining
the SLAs by requesting thresholds for each of the measured KPIs. The stakeholder also
defines the importance of each KPI by selecting their weighted contribution to the overall
QoIoT. This is a dynamic process that can change in real-time, as the stakeholder can
alter the quality levels of a certain KPI(s), and thus, QoIoT must adjust to such a scenario. The scope of Predict QoIoT is to forecast future values of the aggregated QoIoT
metric. The idea is to prepare the users, business, system, and self-learning methods for
the upcoming states and conditions. QoIoT, at its core, supports a feedback loop in the
form of root cause analysis on the estimated KPIs. For instance, in a top-down approach,
a poor estimation of the productivity would trigger a root-cause analysis process - crawl
back through the antecedent layers and identify points of failures within the KPIs.

3.3

Validating the proposed architecture for Quality
of IoT experience

The third and final contribution of this thesis addresses the second research question,
validating the proposed QoIoT architecture from Figure 1.2. For that purpose, we apply
the QoIoT architecture in industrial use-case, devising experiments involving commercial
underground mining vehicles. Mining automation is an ongoing milestone for one of our
industrial partners, Boliden AB, aiming to completely remove humans from the hazardous
underground environment. We argue that the mining vehicles are the ideal fit for the
QoIoT scope and architecture, with entities such as stakeholder, miners, and autonomous
vehicles. The experimental setup is illustrated in Figure 3.3, where expert-drivers can
supervise and remotely-control the vehicles from a distance. As depicted in Figure 3.3, the
underground mine has a fully functional LTE network that enables the supervising and
remote-controlling vehicles. In practice, the mining vehicles continuously stream video
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and sensory data (e.g., speed, positioning, heading direction) via the cellular network core
to a remote-control room. From there, the expert-driver supervises and sends steering
commands back to the vehicles.
The validation of the QoIoT architecture, as part of this thesis, is centered around
the Measure QoIoT. In addition, the scope of the validation is narrowed to produce a
QoIoT metric assessing the quality of the three mining vehicle’s operational modes manual, autonomous, and remote control mode. In the following, we discuss the details
regarding contributions and publications within the Quality of Network, Quality of Data,
and Quality of Context layers.

3.3.1

Quality of Network (QoN)

Computer networks have an important role in industrial automatization and Industry 4.0, enabling entities to communicate with each other [94]. Cellular networks are of
particular interest for industries due to the licensed radio spectrum, offering reliable communications [66]. Thus, there is even strong interest in developing tailor-made network
protocols compatible with the legacy GSM, 3G, LTE, and the new 5G networks [24].
Quality of Service (QoS) is a research area dating from the 90s, initially promising a ”degree of satisfaction of a user of the service [56]”. However, researchers later diverted more
towards a network-centric view where QoS mainly evaluate network quality metrics [58].
In that direction, the scope of the QoN follows the recent QoS notion from [58] to evaluate network performance. Latency and throughput are the two network metrics that
traditionally have been linked as the most important within QoS and QoE research [107].
Thus, within QoN, Paper C [124] and D [81] focus on creating automated approaches for
real-time measurements of the latency and throughput in the mining use-case.
The scientific literature suggests the use of various methods for the prediction of
latency and throughput [86, 107]. For instance, Welzl et al. [116] predict latency, while
Yue et al. [122] the cellular link throughput. Therein, the studies [116,122] require active
measurements for making the predictions in real-time. The novelty of our approach,
within Papers D and C [81, 124], is to utilize only passive metrics as input to the ML
models and produce predictions while being in idle mode. Such an approach enables the
measurement of latency and throughput without creating network intrusiveness [119]. To
do so, we take advantage of the metrics that scan the radio link and analyze the signals
from the surrounding network cells. Table 3.1 describes the utilized features. In the
following, we discuss the latency and throughput prediction models in isolation.
3.3. 1.1

Real-time Estimation of Network Latency

Within the mining IoT setup in Figure 3.3, vehicles drive in and out of the mine
while switching the connectivity among the conventional cellular network and isolated
mining cellular network. Network delay in such a case can occur due to handovers,
interferences, network congestions, and cell edges. The scope of Paper C [124] is to
automate the process of measuring the end-to-end network delay, estimating the delay
on a millisecond-level basis by utilizing passive measurements. During the experiments,
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Description

RSSI

Carrier Received Signal Strength Indicator: comprises the linear
average of the total received power (in W) observed only in OFDM
reference symbols [2]
RSRP
Reference Signal Received Power: the linear average over the
power contributions (in W) of the resource elements that carry
cell-specific reference signals [2]
RSRQ
Reference Signal Received Quality: the ratio N*RSRP/(Carrier
RSSI), where N is the number of resource blocks of the carrier
RSSI measurement bandwidth [2]
SSS
Cell Secondary Synchronization Signal power for detected cells (in dB)
Power
[2]
Total
RS Total Reference Signal power calculated from serving cell RSRP
Power
and channel bandwidth [2]
CQI
Channel Quality Indicator for code word 0 [2]
PUSCH
Modulation Coding Scheme index for the uplink transport block [2]
MSC
SINR
Signal to Interference plus Noise Ratio of the signal carrier best
servings for the intervention seemed at all other sites/sectors, plus
all the noise (in dB).
RF-NC
Summarized RSRP and RSRQ values measured on the neighboring
cell (in dB) [4].
pa
Energy reduction, compared to RS power, of user’s data on OFDM
symbols not carrying RS (in dB) [4].
Band
The frequency band on which the phone is connected to (in MHz).
RSPath Loss A function of RSSI and RSRP (in dB) [4].
RI sum
Summarized Rank Indicator value for all 4 UE’s antennas (integer) [4].
Table 3.1: Wireless access link characteristics utilized in Papers C, D, E,
F [79, 81, 82, 124].
we stream the vehicles’ sensory data and measure the latency. The latency is calculated
by taking the timestamp of each packet arriving at the end-node, subtracted with the
timestamp of the packet leaving the source-node. During the experiments, we record the
radio features from Table 3.1 using state of the art software TEMS Pocket [55]. Then,
we process the obtained features, analyze correlations, and train the features from Table
3.1 against the latency by using neural networks and two types of decision trees. The
results of estimating the latency are shown in Table 3.2, comparing three ML models
- multilayer perceptron, decision tree, and bagging. As noticeable, there is generally a
decrease in prediction accuracy as the sampling period increases. One of the reasons is
related to the features from Table 3.1, which lose correlation to the latency due to their
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Figure 3.4: Feature engineering for estimating the delay.
high fluctuations between the sampling period. A solution in minimizing the sampling
period bias is a feature engineering process that dynamically addresses the measurement
window of the features, described in the following paragraph.
In practice, the features were collected at the same source-node streaming the IoT
data during a pre-defined sampling frequency period. Details of the feature engineering
process are currently under patent consideration at the European patent office (No.
EP18306881.6), as a follow up to the Paper C [124]. Figure 3.4 illustrate the process,
which consists of two packets (P1 and P4) with the measured corresponding latencies
(6001A and 6001D). Window W1 is proposed to capture the radio conditions before
each scheduled transmission starts, with a varying size depending on the use-case. For
instance, the window should be larger when a source-node moves at high-speed, or the
radio environment is highly volatile, . However, the minimum length of the window
W1 may be limited to 10ms due to the sub-frame length in wireless communication. A
minimal size of the window W1 may only require capturing the radio conditions of the last
transmission. While window W2 describes the radio conditions after each transmission
starts, with a dynamic size depending on the radio conditions and the total transmission
time. For instance, when the source-node queues the P4 packet sequence, the window
Table 3.2: Latency prediction performance.

Sampling
period
20 ms
50 ms
100 ms
200 ms

R2
(coefficient of determination)
Bagging
NN
Decision
Decision
(MLP)
Tree
Tree
82 %
82.2 %
90.7 %
75.5 % 77.7 %
85.1 %
73.7 % 67.3 %
81.8 %
60 %
50 %
66.8 %

Mean Absolute Error
(MAE)
Bagging
NN
Decision
Decision
(MLP)
Tree
Tree
0.23
0.11
0.091
0.28
0.16
0.15
0.29
0.19
0.13
0.35
0.31
0.22
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W2 may be extended until the transmission of the P4 packet sequence finishes. That
is, the latency in such a case depends on the relationship between total size of the P4
packet sequence and the sum of utilized throughput. Therefore, the size of the window
W2 shall be increased until the following criteria become true:

sum of throughput > sum of packet sequence size

(3.1)

where the sum of throughput is the utilized physical layer throughput since the start
of the scheduled transmission of P4 and the sum of packet sequence size is the size of
the packet sequence P4 that is scheduled for transmission. In the intrusive case, the
sum of throughput may be retrieved from the utilized Physical layer L1 throughput measures. Whereas in the non-intrusive case, the sum of throughput may be estimated from
other non-intrusive Layer L1 and L2 metrics. Such throughput estimation is a machine
learning problem in itself [122], which we explore in Paper E [81] and cover in the next
sub-section.
3.3. 1.2

Throughput Prediction using Machine Learning in LTE and 5G
Networks

Cellular wireless connectivity is enabled by interconnected cells towers, physically deployed and scattered throughout the land. Herein, each cell has a limited capacity, whose
resources are shared among the served users, indicating that the cellular throughput is
dependable on the number of active users and traffic load on the serving cell [98]. Within
the mining use-case, the capacity and the available throughput are of critical importance
when relying on supervision and remote-control of the mining vehicles. Figure 3.5 illustrates a time-series of the measured throughput on the non-standalone 5G underground
network for a single vehicle. Therein, the number of supported live-streaming cameras is
plotted according to the 3GPP requirements [1]. As noticeable, in some cases, the vehicle
cannot support a single live-streaming camera due to low measured throughput. In such
cases, the mining company risks a total production shutdown. Thus, measurement and
prediction of the available throughput are of significant importance for actuating on early
detection of network issues.
Paper E [81] develops a machine learning model for real-time throughput predictions.
Similar to latency, cellular link throughput prediction has already been explored in many
scenarios. For instance, consider the studies by Yue et al. [122] and Raca et al. [99]. The
state of the art studies conduct limited experimental tests, typically in one location, and
consider basic LTE network functionality. In addition, the cited studies [99, 122] require
the source-node to do active measurement for collecting the features. For instance, Raca
et al. [99] rely on historical throughput to predict in the future. Such an ML model is
expensive for deployment in commercial industrial settings, as it creates overhead and
floods the network. The ML model presented in Paper E [81] extends the state of the art
by creating a novel method for throughput prediction within the QoN layer. The Paper
C [81] contributions are summarized as:
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Figure 3.5: Measured throughput on 5G mine’s network. The potential cameras
supported by the network is extracted from the stakeholder’s requirements (Table 3.1).
At last 10 vehicles should be supported on the network, ideally with 5 live-cameras per
vehicle, along the other applications.
• The experiments consist of active testing for measuring the maximum available
throughput per source-node. However, the features are measured during the experiments when the source node is in an idle network period. Thus, the utilized
features from Table 3.1 do not create network intrusiveness. The feature engineering process is illustrated in Figure 3.6. Therein, for each label (i.e., measured peak
throughput value) we create two measurement windows, where each window aggregates the features from Table 3.1 into vectors. The two windows represent the prior
and future conditions of the radio link behaviour, with respect to the corresponding
peak throughput. More details on the feature engineering process are present in
Paper C [81].
• Expand the use-cases by collecting real-life data from both stationary and driving test. The motivation is to create a general model that is not biased towards
a particular use-case or location. Such a model enables comparison among usecases, beneficial for learning insights on how various network conditions impact the
throughput. We record data from driving in urban, sub-urban, rural, and underground environments, as well as stationary tests in crowded areas, such as stadiums,
malls, and subways.
• Applying ML models for predicting throughput in LTE networks regardless of the
cellular settings. That is, the experiments cover cases where the source-nodes have
2 and 4 antennas (i.e., 2x2 and 4x4 multiple input multiple output (MIMO)), as well
as carrier aggregation (CA). Both of the cases, MIMO and CA, can dramatically
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Figure 3.6: Feature engineering. Creating two measurement windows for each peak
throughput value, where each window has an array of feature vectors. The two windows
represent the prior and future RF conditions, with respect to the peak throughput at
time T.
influence the available throughput. For instance, in areas where CA is available,
the source-node can establish multiple carriers simultaneously, typically up to 5,
raising the theoretical bandwidth from 20 MHZ to 100 MHZ [1].
• Applying ML models for predicting throughput in non-standalone 5G cases. The
future standalone 5G network will offer network slicing - a technology that enables,
for instance, the vehicle to be connected to multiple slices simultaneously, where
each slice will have different throughput requirements [1]. Thus, we build a theoretical model for the upcoming standalone 5G network, predicting the throughput
per network slice.
• Move away from the conceptual form and deploy the ML models on commercial
vehicles.
Table 3.3 shows the regression accuracy when predicting the throughput (R2 and
MSE). The results are classified based on the ML models, which are random forest (RF),
support vector machine (SVR), XGBoost, and multilayer perceptron (MLP). Table 3.3
shows the accuracy of all LTE and 5G cases (Total LTE and Total 5G), where XGBoost
and MLP achieve the highest R2 score of 0.93 and 0.84, respectively. Correspondingly,
Table 3.3 shows the accuracy of the ML models for each of the individual LTE cases
(e.g., city drive, mining, crowd areas), as well as for the two LTE settings (non-CA and
CA cases). Explanation and learning points from the results in Table 3.3 are present in
Paper C [81].
The prediction of cellular link throughput and latency, Papers C and E [81, 124], are
two automated metrics part of the QoN layer. Paper B [78] further discusses additional
methods and metrics that fit into the QoN scope.

3.3.2

Quality of Data (QoD)

The QoD layer consists of real-time processing of the generated data in the IoT
service, evaluating its precision, accuracy, and quality. Fault and anomaly detection
have emerged as key methods in anticipating potential issues in a data-set [22]. They are
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Table 3.3: prediction results.
defined as finding events or patterns in data that do not conform to the expected behavior
[22]. In the literature, anomaly detection (AD) models utilize legacy methods from
probability and statistics, while recently move towards deep learning (DL) approaches
[85]. AD has been successfully tested across multiple applications, such as streaming
services, core networks, and IoT data [20,22,85]. Deep AD is also deployed in the field of
Connected and Autonomous Vehicles (CAVs) [65, 113]. Van et al. [113] attempt to find
anomalies in a real-time stream containing basic vehicle data such as speed, positioning,
and acceleration. While Javed et al. [65] focus on identifying potential intrusion attempts
on the vehicle’s Controller Area Network (CAN) Bus. The problem space regarding
anomalies, with their impact and root causes, grows even larger in safety-critical services
regarding safety risks for the end-users, environment, and the business itself [54].
Paper F [82] considers a scenario with the mining vehicles from Figure 3.3, which
are capable of performing tasks autonomously, be supervised, or remotely-controlled
from a distance. In such a service, performance degradation may occur due to three
main sources: First, the data generated from the hardware (e.g., IoT sensors) can be
anomalous [120]. Second, various cellular network issues may generate large delays, jitter,
and packet losses [115]. Third, the intelligent software in the vehicle may produce bias
and faulty estimations [78]. Hence, the main contribution of Paper E [82] is performing
real-time anomaly detection using unsupervised machine learning and describing the
root-causes in the following data-sources:
• Sensory data. The experiments include 40 real-life driving hours, gathering data
from the vehicle’s speed, location, and heading direction sensors with a sampling
rate of one second. The sensory data exhibit normal driving behaviour without
any pre-known perceivable anomalies. Thus, following the state of the art [65,
113], we turn to synthetic anomaly injection in the original vehicle’s data. The
synthetic anomalies are randomly injected at a 5% rate, covering three different
sensor failures, including instant anomaly, gradual drift, and bias [65, 113].
• Network data. Simultaneously with the sensory data, we record the metrics from
Table 3.1 describing the radio conditions between the vehicle and the serving network cell. The recorded data exhibit the natural behaviour of the cellular network,
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including anomalous cases such as network congestions, cell edges, interferences,
and handovers.
• ML predictions. The network metrics from Table 3.1 are utilized in Paper E [81] as
input features to an ML model for predicting the cellular link throughput. Herein,
we analyze the predictions from the ML model for possible anomalies and poor
predictions. In fact, the most accurate ML model in Paper E [81] is 93% accurate
(R2 ), meaning that in some cases it produces faulty predictions. As described in
Paper E [81], the sampling rate of the predictions is each odd 0.5 seconds, followed
by the real measurement of the throughput during each even 0.5 seconds. Thus,
the AD models have manual labels of the anomalous regions of the predictions by
comparing them to the real recorded throughput.
Figure 3.7 is a time-series snipped of recorded data-sources during a driving test. The
unsupervised learning models train and predict anomalies individually per feature. Consider comparing the estimated throughput (green) with the measured throughput (blue
line) in Figure 3.7. Therein, in certain regions, the measured and estimated throughput
is identical, while in other regions the difference is up to 10 Mbps. The comparison and
the difference among the real and predicted throughput help in determining the throughput prediction errors (i.e., the anomalous regions) based on which the AD models can be
validated. The red dots indicate successfully detected anomalies, red stars false positives,
and cyan squares false negatives. The results indicate a F1 score of around 0.90 when
detecting the anomalies in the predicted throughput.
Figure 3.7 shows that the anomalies detected within the radio metrics (RSSI, RSRP,
RSRQ, SINR) lead to anomalies in the predicted throughput. That is, anomalous inputs in the ML model will generate anomalous estimations. Within the mining use-case,
the predicted throughput is used for planning and coordination, but also used by other
ML models for predicting various contextual metrics, such as video quality scores and
network jitter prediction. Thus, faulty throughput predictions can lead to complex quality degradation regarding the remote-control operation within the mine. Consider the
longest anomalous red region in Figure 3.7 as an example. Therein, multiple anomalies are detected with the predicted throughput. During the same period, each of those
anomalies has its corresponding anomaly in the SINR feature. Moreover, both RSSI and
RSRP have relatively high values, which does not justify the low measured throughput.
Such patterns of the RF features are highly correlated to the cellular cell load [20, 70],
which is the main cause for the detected anomalies. In the following anomalies in Figure
3.7 can be observed that sudden increases of RSRP and RSSI combined with a dip in
RSRQ fool the ML model to predict higher throughput, which is detected as an anomaly.
In such cases, the vehicle appears to drive through areas with good cell coverage but with
high interferences [79].
Figure 3.7 also illustrates the detection of the three types of synthetic anomalies
within the sensory data. In regions where the sensor or network-related anomalies appear
standalone, they can be isolated and reported together with their root-causes. However,
some of the detected sensor anomalies overlap with the network-related anomalies. It
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Figure 3.7: Snippet of the city drive test with detected anomalies. Red dots denote
correct detected anomalies, cyan squares false negative, and red stars false positives.
is important to note that during such regions, a domain expert is required to verify
the severity of the anomalies. For instance, the network-related anomaly may not be the
reason for causing the detected sensor anomaly, which can be in the form of packet losses,
delays, jitter, or actual sensor fault. Finally, Figure 3.7 shows regions where anomalies are
detected on all three sensors simultaneously, without a corresponding network-anomaly.
Such situations can be related to a vehicle issue or just be caused by a specific driver’s
behavior that is not learned by the utilized AD model. Thus, a domain expert is needed
to validate the detected anomalies.

3.3.3

Quality of Context (QoC)

The mining vehicles consist of three operational modes - manual, autonomous, and
remotely-controlled operations. Therein, the QoC layer represent a collection of highlevel metrics that measure the performance and experiences within each operational mode
separately. Figure 3.8 depicts an example of such QoC metrics. During the autonomous
and remotely-controlled operations, an expert driver supervises or controls the vehicles.
Thus, in light of the QoIoT definition [78], the user’s QoE is one measurable QoC KPI. In
this case, the QoE would measure the delight or annoyance of the expert driver regarding
supervision and remote-control operation. In addition, as additional QoC KPIs, the
mining stakeholder is interested in measuring the reliability and safety of the mining

3.3. Validating the proposed architecture for Quality of IoT
experience

51

Figure 3.8: High-level view of measuring QoIoT, including the priorities assigned by the
stakeholder.
vehicles. The reliability would test the accuracy of the low-level data and timely execution
of the operations, while the safety would evaluate the health status of the vehicles in the
mining environment. The scope of Paper G [28] is, thus, aggregating the QoD and QoN
metrics in order to measure the high-level QoC KPIs for the mining vehicles based on
the SLA. The QoD and QoN metrics, shown in Table 3.4, are measured as part of the
Papers C, E, and F [81, 82, 124] - representing the network and vehicle-related data.
Table 3.4(b) shows the service requirements per metric from the SLA. Therein, the
stakeholder is interested in distinguishing the possible performance degradation per metric. Namely, according to the SLA, the first alarm should be raised after the performance falls below 90% and the second alarm after reaching 60%. In other words, the
stakeholder considers a performance threshold of <60% would lead to serious production losses. Such thresholds indicate the severity of the vehicle’s conditions per metric,
leading to timely re-configurations for maintaining satisfactory performance levels. The
reasoning behind the determination of the threshold values from Table 3.4(b) is given in
Paper G [28]. For instance, the thresholds for the QoN metrics are based on the research
within 3GPP [1], while QoD metrics are based on the research within the anomaly detection domain [53,110]. It is important to note that building a simple rule-based system
from Table 3.4(b) for measuring the QoC metrics faces a challenge in determining the
importance and impact of each low-level metric. Namely, there is no simple linear correlation among the subjective QoE and objective network-related metrics [38]. That is, few
metrics from Table 3.4 will have larger a impact on the expert-driver perception during
a remote-control, but also the same metrics may not have the same impact on the reliability or vehicle’s safety. In addition, there are complex spatio-temporal dependencies
among the network and vehicle-related data [81]. For instance, certain patterns of the
network-related data could indicate cell load, cellular handovers, and inter-cell interference at a particular location of the vehicle [81]. We assert that the present challenge is
to find a mapping strategy from the low-level metrics (Table 3.4) into the high-level QoC
metrics. Thus, in the following sub-section, we measure the subjective experience of the
expert-driver during supervision and remote-control operation, but also the reliability
and safety.
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(a) Network and vehicle-related data as part
of the QoN and QoD layers, respectively,
collected during 49 hour.

(b) Quality requirements defined by the
stakeholder per measured KPI regarding
the QoN and QoD.

Table 3.4: Considered QoN (network-related) and QoD (vehicle-related) metrics and
their SLA requirements as part of the Paper G [28].
3.3. 3.1

Measuring driver’s perception and video QoE

Video quality assessment (VQA) is already a well-established research area, with
several studies proposing different methods of measuring the users’ delight or annoyance.
A general classification of the VQA is real-time (no-reference) and non-real-time (fullreference) methods, where the latter are more accurate and costly [26]. ITU-T has few
standardized approaches for VQA, including J.247 recommendation [59] as a full-reference
and P.1203 recommendations [62] as a no-reference model. The experiments in Paper
C [79] consist of streaming short video files from a moving vehicle to a video server,
simulating the expert driver watching five live camera feeds. Then, we use the ITU-T
J.247 model [59] to build up a database with VQA metrics by comparing the streamed,
impaired, video files with the original, reference, file. The goal is to evaluate the impact
of the wireless radio link metrics on users’ QoE by automating the VQA using ML. The
wireless radio link metrics from Table 3.1 are trained against pre-calculated VQA metrics
computed by ITU-T J.247 model [59]. In the following list, we motivate the choice of
ITU-T J.247 recommendation [59]:
• J.247 computes various Video Quality Assessment (VQA) metrics besides MOS,
such as Peak signal-to-noise ratio (PSNR), frame delay, frame skips, and blurriness.
Such objective metrics do not take into account the characteristics of the human
visual system in detail [84]. However, they are relatively simple to compute, giving
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(a) Random Forrest classifier results.
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(b) Minimal range of values for MOS > 3.5.

Figure 3.9: Results from Paper D [79].
an acceptable performance since image characteristic is modeled in a perceptual
manner [121].
• The service requirement from the mining company is to utilize J.247 due to licensing and their previous experiences. In addition, questionnaires and subjective
experiments with the expert drivers were not allowed.
• The scope of Paper D [79] is not to determine the accuracy of the ITU-T J.247
model [59]. Instead, we utilize the wide span of J.247’s metrics to determine whether
wireless radio link metrics from Table 3.1 are correlated and capable of following
the rate of change in VQA during vehicle drive tests.
The novelty of Paper D [79] is real-time estimations of VQA metrics using features
that do require any active measurements and, thus, create no network intrusiveness. In
practice, ten video files, with parameters shown in Figure 3.5, were interchangeably used
as samples during the streaming process, resulting with a pool of 200 videos. During those
experiments, the metrics from Table 3.1 were recorded using state of the art software
TEMS Pocket [55]. The statistical analysis, as well as the feature extraction process,
are described in Paper D [79]. The study presents both classification and regression
ML models using decision trees. The results of the classification accuracy show 94%,
89%, 84%, 85%, and 82% R2 when predicting MOS, PSNR, frame delay, frame skips,
and blurriness, respectively, as shown in Figure 3.9a. The readability of the decisions
by the trees enables understanding of the root-causes behind poor MOS scores. Table
3.9b averages the decisions of the trees by plotting a minimal range of values in order to
achieve a MOS score of above 3.5. For instance, a measured RSSI value below −70 dB
would advocate bad coverage areas or blind spots, while a SINR value below 13 suggests
interference and therefore produces poor video quality. Moreover, similar RSRQ values
of the serving and neighboring cell indicate cell edge and, therefore, a handover may be
expected, which might cut the video streaming for a short time.
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Parameter

Value

GOP length
30 frames
Frame rate
30 fps
Bitrate (avg)
3 Mbps
Resolution
HD 720x480p
Color mode
YUV (4:2:0)
Codec
H.264
Protocol
RTP
Table 3.5: Video encoding and transmission parameters.
3.3. 3.2

Measuring reliability and safety of vehicle’s operations

Measuring the users’ delight or annoyance during a video streaming service is a
straightforward approach, given the abundance of VQA models. However, there are
other high-level KPIs that do not have pre-defined methods for measurement, such as in
the case of reliability and safety of the vehicle’s operations. Utility theory emerged from
macroeconomics theory, formalizing the relationships between the service performance
and low-level objective metrics [25]. Within QoE research, utility functions are used
to directly map network-related metrics, such as packet loss ratio to MOS in voice and
throughput to MOS in video applications [38, 93]. With Paper G [28], we are interested
in using multiple attribute utility functions (MAUFs) [10] for measuring reliability and
safety by decomposing their functions into m single-attribute utility functions (SAUF).
That is, each of these m functions, Ui (xi ), i = 1, 2, ..., m, take a single low-level measurable metric (xi ) from the remotely-controlled mining vehicle to produce reliability and
safety scores, where the additive MAUF takes the form:
U (x1 , x2 , ..., xm ) = w1 U1 (x1 ) + w2 U2 (x2 )+

(3.2)

+... + wi Ui (xi ) + ... + wm Um (xm )
where U (xi ) is the single attribute utility function for the metric x, ranging from
0.0 to 1.0; xi takes values of the metric x in real-time; wi is the relative importance, or
weights, that are positive number numbers that sum up to 1. The scope of Paper G [28]
is two utility functions - exponential (Eq. 3.3) [38] and logistic (Eq. 3.4) [47], as the
two most used by the research community. In addition, none of the above-mentioned
functions have been tested on industrial data-sets and there is no scientific consensus yet
on which of the functions are preferable options for certain applications.

U (xi ) = a · exp(b · xi ) + c
U (xi ) =

c
1+

e−a(x−b)

(3.3)
(3.4)
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Figure 3.10: Single-attribute utility functions per QoN (throughput, latency, RF) and
QoD (speed, positioning, heading) metrics for reliability and safety, with manual
paramtrization in order to satisfy the SLA requirements.
In Paper G [28], we utilize Eq. 3.3 and 3.4 in combination with the network and
vehicle-related data from Table 3.4 to build up SAUFs. Then, the goal is to aggregate
the SAUFs in Eq. 3.2 in order to measure reliability and safety. Figure 3.10 illustrates
the fitted SAUFs. The static parameters calibration in Eq. 3.3 and 3.4 is performed
empirically in order to satisfy the thresholds requirements for each of the measurable
metrics. Table 3.4(b) defines such thresholds based on scientific evidence, as described
in Paper G [28]. The basic considerations by the stakeholder are at which point each
of the measurable metrics starts a perceivable performance degradation (e.g., 90 out of
100) and at which point there is a significant drop that may create serious performance
degradation (e.g., 60 out of 100). Thus, the shape of each SAUF in Figure 3.10 satisfies
the threshold requirements.
The way QoD and QoN SAUFs map to reliability and safety is subjectively determined
by the stakeholder. The mining industry experts provided judgments on the high-level
mapping strategy of the objective QoN and QoD metrics into the QoC KPIs, as shown in
Figure 3.8. In the following section, we utilize those judgments in combination with the
analytical hierarchy process (AHP) to dynamically determine the weighted contribution
wi of each SAUFs in the QoC KPIs.
3.3. 3.3

Measuring the vehicle’s QoIoT productivity

The last step of Figure 3.8 is to aggregate the measured QoC metrics into a QoIoT
metric. Paper G [28] defines productivity as the ultimate QoIoT to be measured. Productivity, as a single metric, is a function of the productive capacity meeting its intended
end-results, such as planned production levels, extracted tons/h, operational utilization, service reliability, and safety. As with Eq. 3.2, the goal is to identify the weights
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w1 , w2 , ..., wm . The mining industry experts provided judgments on the relative metrics’
importance, depicted in Figure 3.8. The subjective importance is part of the AHP, a datadriven process for calculating the weights w1 , w2 , ..., wm . Thus, Paper G [28] utilizes AHP
with its eigenvector prioritization method, which is one of the most used multiple-criteria
decision-making (MCDM) techniques, successfully tested in multiple industries [89].
AHP is based on the following three principles [89]: decomposition, comparative
judgment, and synthesis of priorities. The decomposition requires decomposing of the
problem attributes into a hierarchy. Comparative judgment requires assessment of pairwise comparisons of the elements within a given level, with respect to their parent in
the next-higher level. Then, based on the matrix entries, a ratio scale is generated that
reflects the local priorities of the elements in the level. Synthesis of priorities takes each
of the derived ratio-scale local priorities and constructs a composite set of priorities for
the elements at the lowest level of the hierarchy [89]. Figure 3.8 shows the subjective
priorities among the QoC KPIs, where the driver’s perception has the highest with .5,
followed by reliability with .3, and safety with .2. Note that the prioritization by the
mining company can change based on the month, week, day, or hours in a day. Thus,
the mining stakeholder defines the pairwise comparison among the QoC KPIs, resulting
in the following [A]3x3 matrix:

 

1 a12 a13
1 0.2 0.5
3
[A]3x3 = a21 1 a23  = 5 1
(3.5)
a31 a32 1
2 0.33 1

Where a1 is safety, a2 is the driver’s perception, and a3 is the reliability. Then,
the matrix is first normalized by dividing the values of each column’s value on the sum
of its column, after which the average of each row represents the final elements of the
eigenvector.


1 0.2 0.5


 8 1.53 4.5 
.1222


1
3 
5
[A]3x3 = 
(3.6)
 , [W ]3x1 = .6481
 8 1.53 4.5 
.2408
 2 0.33 1 
8 1.53 4.5
AHP allows evaluation of the subjective prioritization through measuring the most
dominant eigenvector λmax and consistency ratio (CR):


0.1267
[AW ]3x1 = [A]3x3 × [W ]3x1 = 0.6602
(3.7)
0.2280
λmax =

n
X

awi /wi =

i=1

CR =

0.1267 0.6602 0.2280
+
+
= 3.0014
0.1222 0.6481 0.2408

λmax − n
3.0014
=
= 0.0012
(n − 1)(RI)
(3 − 1) × 0.58

(3.8)
(3.9)
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Figure 3.11: Time-series (in minutes) of remote-controlled operation quality according
to Eq. 14, together with the corresponding utilities for the QoN and QoD.
where RI is a static value from the approximated random indices table proposed
by Saaty [102] and a CR value of below 0.1 signals that the pair-wise comparison is
relatively consistent [35]. After calculating the [W ]3x1 , the final MAUF for determining
the productivity is as follows:
u(y1 , y2 , y3 ) = 0.122 × u1 (y1 ) + 0.648 × u2 (y2 ) + 0.240 × u3 (y3 )

(3.10)

Note that based on the same AHP principle from above, we have calculated the QoC
KPIs, i.e, u1 (y1 ), u2 (y2 ), and u3 (y3 ), for safety, driver’s perception, and reliability, respectively. Hence, Figure 3.11 represents a 4 hours time-series of the vehicle’s productivity
during supervision and remote-control operation. The quality is mostly above the required thresholds of 60%, with few drops that occur during periods when the vehicles
drive in areas with poor network coverage. Thus, for visualization purposes, Figure 3.11
also contains the MAUFs of the QoD and QoN for troubleshooting the possible rootcause behind poor performance of the remote-control mode. Therein, the single SAUFs
could be further evaluated to determine the exact metrics that degrade the performance.
3.3. 3.4

Discussion

Analyzing the productivity of a mining vehicle has already been considered by Andersson [11] with the production-related metrics in Table 3.6. Therein, Andersson [11]
measured production-related data, such as bucket payload, tramming distance, capacity, utilization during 24 hours, and transport performance (ton*kmh). The metrics
are measured during remotely-controlled and autonomous operations. Table 3.6 shows
the description and the statistical differences between the two modes. The autonomous
mode, on average, achieves an 8% increase in transportation performance. However, the
production-related data in [11] neglects the impact of QoD and QoN on the productivity.
In particular, it is difficult to understand the cause of the difference in bucket payload
when comparing autonomous and remotely-controlled operations from Table 3.6. Unfor-
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Table 3.6: Description and statistics of the measured KPIs.
tunately, the data in Tables 3.4 and 3.6 is not recorded simultaneously. Thus, a direct
comparison of the measured productivity among the autonomous and remote-controlled
modes is out of the scope for Paper G [28]. The aim is rather to show that it is possible
to measure the productivity within an operational mode, offering root-cause analysis on
detected poor performance. In Paper G [28], we argue that the differences among the
remote and autonomous modes can be evaluated by the QoD, QoN, and QoC KPIs.
For instance, the productivity of the vehicle from Figure 3.11 drops to 53% at the 33rd
minute as a result of QoN degradation. In particular, the vehicle drives in the area that
has poor network coverage, which can be further validated by looking at the individual
QoN’s SAUFs.
The two vehicle’s operational modes, autonomous and remote-control, are envisioned
to be used interchangeably. For instance, the expert driver can decide which mode to
switch to based on the current circumstances. In that direction, measuring the productivity per operational mode will leverage the real-time decisions by the expert-driver.
That is, the productivity, QoD, and QoN values from Figure 3.11 create better situation awareness about the individual processes per operational mode. For instance, the
expert-driver can decide to remotely-control the vehicle when the measured productivity
of the autonomous mode is low, and vice-versa.

3.4

Chapter summary

This chapter gives a detailed insight into the thesis contributions. We design the flow
of this chapter in light of the thesis roadmap presented in Section 1.6. In particular,
we present the key results within each of the thesis contributions and link them to the
thesis’s research questions presented in Section 1.3. The main contributions of the thesis
are as follows: 1) Defining Quality of IoT Experience (QoIoT); 2) Architecture to model,
measure, and predict QoIoT; 3) Validating the proposed QoIoT architecture.

Chapter 4
Conclusion and Future Work
This chapter concludes the thesis in light of the presented research questions in Section
1.3 and thesis contributions in Section 1.5. In addition, we provide research directions
for future work.

4.1

Thesis conclusions

This thesis widens the research on Quality of Experience (QoE) in the domain of
Internet of Things (IoT) services. The thesis proposes a novel definition of QoE for IoT,
builds an architecture, and validates it in an industrial use-case involving mining vehicles.
QoE is a research domain that evaluates the users’ ”delight or annoyance of an
application or service [19]”. Direct research on QoE has been conducted for several years,
however, mainly in multimedia services where the quality is evaluated exclusively from a
human perspective. Emerging IoT services interconnect various physical objects, which
when combined with Artificial Intelligence (AI) software create powerful autonomous
services. For instance, self-driving vehicles, robotic surgeries, and industrial automation
[66]. Within the IoT domain, we assert that the presence of autonomous machines
require defining new relationships with the users in the context of QoE. In particular,
understanding the role of the autonomous machines and their impact not only on the
users, but also on the business and environment. The state of the art QoE models
are verified with subjective, human tests, which neither capture nor understand the
implications of quality degradation caused by autonomous machines. First, the quality
degradation may be caused by faulty sensory data or a biased AI model [112]. Second,
the user may directly interact with the machine - altering or overriding an autonomous
process, which requires situation awareness of the relevant machine’s performance metrics
[34]. And third, the user may not even perceive the autonomous service but, however,
still be affected by it [49]. Thus, a challenge arises about which QoE to measure and
how. In this thesis, we argue that measuring the degree of delight or annoyance of just
the users is not sufficient in emerging IoT services. As a result, this thesis raises the
following two research questions, addressed with three research contributions:
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• How to define and model Quality of Experience for an IoT service?
• How to measure and predict the Quality of Experience in an IoT service?

Contribution 1 - Defining Quality of IoT experience (QoIoT). This thesis
identifies the main entities within IoT services - humans and machines. Thus, besides
evaluating the experience perceived by the human users, we assert the need to evaluate
the Quality of Machine Experience (QoME). As discussed by Hoffman and Novak [49], the
concept of machine experience does not require smart objects to have conscious experience
in order to have some type of experience. Instead, the machine experience represents the
machine-to-machine interactions and AI reasoning on current and past data. Further, we
discuss a real-life industrial IoT service that involves remotely-controlled mining vehicles,
which we utilize as a basis for creating metrics to evaluate the QoME. Thus, as a first
contribution of the thesis, we combine the QoME with the legacy, user-centric QoE and
propose a definition for Quality of Internet of Things Experience (QoIoT). The scope
of QoIoT is to cover services that consist of real-time interaction among humans and
intelligent machines, such as the mentioned mining use-case. We assert that the goal of
QoIoT is improving the human-business and business-machine relationships by producing
metrics that can make the end-users aware of the machines and vice versa.
Contribution 2 - Architecture to model, measure, and predict Quality of
IoT experience. The second contribution answers a question arising as a follow-up to
the first one - developing an architecture for QoIoT. The proposed QoIoT architecture
from Section 3.2 consists of three steps: model, measure, and predict QoIoT. Each of
the three steps has a pre-defined set of methods for computing output metrics designed
for general IoT use-cases. First, model QoIoT detects the main data-source, monitors
the raw data produced within the service as part of physical, network, application, and
virtual layers. Second, measure QoIoT extracts the data from the perception layers
and proposes processes to evaluate the data from the perspective of Quality of Data,
Network, and Context. The overall goal of this entity is to produce metrics that will
measure experiences from a human and machine perspective, i.e., QoE and QoME. We
identify the reliability, efficiency, production level, and safety as the most important
high-level contextual metrics within the mining use-case. And third, predict QoIoT is
envisioned to have a global view of the overall service by considering the stakeholder
requirements. Predict QoIoT aggregates the high-level contextual metrics with a goal
to produce one metrics representing the QoIoT. Within the mining use-case, we propose
measuring productivity per vehicle as the ultimate QoIoT metric.
Contribution 3 - Validating the proposed architecture for Quality of IoT
experience. The validation process is wrapped around the industrial mining use-case
involving autonomous vehicles that can be remotely-controlled. In that direction, vehicle
driving experiments were conducted in and outside the underground mine to collect
measurements in line with the QoIoT Model. Then, we propose methods for generating
metrics within the QoIoT Measure that describe the Quality of Network (QoN), Quality
of Data (QoD), and Quality of Context (QoC). Thus, the third contribution is divided
into three parts.
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In the context of QoN, we focus on automated methods for estimating two metrics
- latency of the IoT vehicle traffic and available link throughput per vehicle. Both
latency and throughput are considered as one of the most important network quality
metrics [17, 86]. Hence, we propose novel methods that are network non-intrusive. Such
methods are of significant importance for critical industrial IoT services. First, network
resources will be saved since the prediction models do not generate any network load.
Second, such models are plug-and-play in commercial deployment generating predictions
on the fly with no maintenance cost. As a comparison, models that actively measure
the latency and throughput require complex deployment of client-server solutions, where
each client node needs perfect time synchronization with the server. The achieved results
suggest R2 accuracy of around 90% and 92% when estimating the latency and throughput,
respectively.
Regarding QoD, the thesis presents methods for evaluating the precision, accuracy,
and quality of the produced IoT vehicular data - including raw data and predictions from
a machine learning (ML) model. For that purpose, we collect and process network and
vehicle-related data with unsupervised ML models to detect anomalous behaviour. On
average, we achieve around 0.92 F1 score when detecting anomalies of the vehicle’s sensory data - speed, positioning, and heading direction. Besides detecting point anomalies
of individual metrics, the models are capable of detecting contextual anomalies. For instance, detect sudden increases of the cellular network load without explicitly measuring
it. In addition, we process outputs from a commercial ML model deployed on the vehicle,
where the aim is to detect faulty predictions. On average, we achieve a 0.90 F1 score
when detecting faulty predictions. In addition, we show that anomalous input data to
the prediction model will lead to anomalous predictions. Such a method opens-up the
field of root-cause analysis regarding ML models for benchmarking their performances.
Finally, the measurement of QoC metrics completes the QoIoT Measure pillar. The
QoC layer gathers and processes metrics produced by the antecedent layers, including
the Model QoIoT, QoN, and QoD. That is, the network and vehicle-related data from
the mining vehicles measured during two operational modes - autonomous and remotelycontrolled. Based on the requirements from the mining stakeholder, we identify the QoC
metrics for each of the operational modes. Hence, we propose a method for measuring
the drivers’ perception, reliability, and safety of the vehicles. We use utility theory in
combination with Analytic Hierarchy Process (AHP) for mapping the low-level metrics
into high-level contextual metrics. We argue that measuring multiple QoC metrics for
each of the operational modes would benefit the expert-driver in enriching their QoE with
situation awareness regarding the vehicle’s state. Thus, we measure the productivity of
the vehicle by aggregating the QoC metrics. Finally, we present a root-cause analysis on
measured poor productivity based on the QoN and QoD metrics to identify the source
issues.
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4.2

Conclusion and Future Work

Future work

There are several directions for future research based on the work presented in this
thesis. We envision deploying the architecture in each of the autonomous mining vehicles to evaluate the QoIoT in real-time, with the aim of improving the overall service
performance. However, there are few technical aspects that require additional research.
First, we suggest that each of the layers within Measure QoIoT extend the set of measurable metrics. For instance, capturing additional metrics within the QoD, QoN, and
QoC layers. In that direction, Paper G [28] may serve as a guideline for applying the
QoIoT principles on general IoT use-cases. Second, as a future work, we suggest collecting production-related data of the industrial use-case and correlating that data to the
QoN and QoD layers.
Regarding a high-level view of the proposed QoIoT architecture, we suggest utilizing
the technical practices and learnings from the mining use-case to deploy QoIoT in various
other interdisciplinary domains, such as in health-care (e.g., remotely controlled surgery),
smart manufacturing, smart city, and mitigating natural disaster services.
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