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Abstract—The Internet of Things (IoT) brings a set of unique and complex challenges to

the field of Quality of Experience (QoE) evaluation. The state-of-the-art research in QoE

mainly targets multimedia services, such as voice, video, and theWeb, to determine

quality perceived by end-users. Therein, main evaluation metrics involve subjective and

objective human factors and network quality factors. Emerging IoTmay also include

intelligent machines within services, such as health-care, logistics, and manufacturing.

The integration of new technologies such asmachine-to-machine communications and

artificial intelligence within IoT services may lead to service quality degradation caused

bymachines. In this article, we argue that evaluating QoE in the IoT services should also

involve novel metrics for measuring the performance of the machines alongside metrics

for end-users’ QoE. This article extends the legacy QoE definition in the area of IoT and

defines conceptual metrics for evaluating QoE using an industrial IoT case study.

& IOT ARE PHYSICAL objects equippedwith infor-

mation and communication technologies (ICT)

connecting to the Internet.1 Figure 1 shows exam-

ples of emerging IoT services, such as health-

care, logistics, industrial production, and robot-

ics. The unique nature of these services leads to

a range of different quality requirements that

are difficult to tackle.2 Consider autonomous

vehicles as an example, where the focus is on fast

and accurate processing of sensory data to avoid

collisions, while IoT-enabled remote surgery ser-

vice imposes stringent latency requirements.

Quality provisioning in these services is not

only limited to life-threatening situations but

also to reduce the risk of causing significant

business losses and environmental damage.
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From a stakeholder perspective (e.g., service

providers and owners), service quality evalua-

tion is an indispensable business goal for harmo-

nizing the end-users’ experiences (QoE), agreed

upon through a service level agreement (SLA).3

The area of QoE deals with the understanding

of end-users’ perception of the services offered

by the stakeholder.4,5 However, conventional

QoE techniques5 mainly target multimedia

communications and do not consider the

performance and impact of Machine-to-Machine

(M2M) communication and autonomous pro-

cesses on QoE. The emerging IoT services on

Figure 1 may involve humans and intelligent

machines, which can interact with each other

through human-computer interaction (HCI)

interfaces. Herein, the HCI interaction becomes

increasingly complicated as the end-user can

provide inputs and alter the decisions by the

machines. Moreover, autonomous processes

typically consist of multiple predictive models2

which take decisions based on various data

processing and M2M communications, where

any hardware and software part can be subject

to failure and potentially affect the QoE. Thus,

this article argues for a paradigm shift in QoE

area to cover IoT services where, besides end-

users, the quality and performance evaluation

should also target intelligent machines, as well

as their implications on the end-users and busi-

nesses. As a consequence, the main contribu-

tions of this article are as follows.

(1) Identify the main challenges of assessing

QoE for IoT by adding the complexity of

autonomous processes and machine experi-

ence to the current understandings of QoE.

(2) Define the term Quality of IoT-experience

(QoIoT) from the perspective of both humans

and machines to understand the human-busi-

ness and machine-business relationships.

From the stakeholder perspective, QoIoT is

beneficial to determine the overall service

performance, as well as beneficial for the end-

users and machines to understand their

impact on service performance.

BACKGROUND ON QoE FOR IoT
Traditional Quality of Service (QoS) para-

meters such as delay, jitter, packet loss, and

bandwidth are used to evaluate network quality

objectively.4 However, QoS narrowly captures

the end user’s perception of the service and

may not reflect their overall service perception

or experience. To highlight the end-user’s point-

of-view, the concept of QoE was proposed as

“The overall acceptability of an application or ser-

vice, as perceived subjectively by the end-user.”6

Since then, the research on QoE has focused

from mapping QoS metrics to users’ QoE,7 to

understanding and defining factors influencing

QoE,4,8 and to building QoE management mod-

els.5 The research on QoE management is

addressed from two distinct, but often comple-

mentary, perspectives: application and network

providers.5,9 In particular, QoE-driven applica-

tion management has focused mainly on end-

users’ perception of multimedia and Web-

services.5 Network QoE management focuses on

the way end-users perceive network related pro-

cesses. For instance, it measures QoS-related

parameters to describe the performance of the

cellular networks, base stations, and communi-

cation protocols.9 The advancements in net-

work technologies such as software-defined

networks (SDN) and network function virtualiza-

tion (NFV) bring additional complexities when

measuring both application and network QoE.

For instance, network resource allocation, stor-

age, and computation can now be virtually

shared among end-users;10 this dramatically

reduces the operational costs but complicates

the overall performance benchmarking as there

is no standardized way for SDN and NFV orches-

tration yet.11

Figure 1. Emerging IoT services.
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Understanding QoE within IoT is still in its

infancy; these areas are discussed widely; how-

ever, in isolation.6,12 There are very few studies

that directly target QoE evaluation of IoT serv-

ices;1,13 and to the best of our knowledge there

is a complete absence of studies regarding QoE

in Industrial IoT. Wu et al.1 present one of the

earliest works discussing QoE for IoT. They pro-

pose the concept of cognitive IoT as a new net-

work paradigm where physical and virtual

objects are interconnected and perform as

agents. In addition, Wu et al.1 identified layers of

data in an IoT service to be considered for QoE

evaluation. Namely, they distinguish a data layer

from information layer, where the former one

aims to evaluate the quality of the sensed data,

while the latter one deals with contextual mean-

ing of the data. Floris and Atzori13 take a step fur-

ther in developing a concept of layered-QoE

framework to evaluate the quality of a multime-

dia IoT service. Therein, a key method for Qual-

ity of Data (QoD) is proposed, where the

accuracy of the produced IoT data is bench-

marked. Although the authors do not provide

detailed steps on how to measure QoD, they use

an abstracted version of it in combination with

QoS to map them to subjective QoE score. How-

ever, the authors also provide no indications on

how their model could cover other IoT services

except multimedia, as shown in Figure 1. Our

study builds upon the works of1,13 by signifi-

cantly expanding the discussion in the direction

of emerging IoT services and the way end-users

interact with them.

The expansion of IoT in automation and intel-

ligent decision-making brings a set of challenges

which are not discussed in current state of the

art in QoE for IoT. Figure 2 shows an example of

an emerging IoT service that integrates a combi-

nation of functionalities provided by other serv-

ices, with input and output data coming from

both humans and machines.12 Such example can

lead to complex service chains with possibly

even hundreds of services offered by different

third parties, each with their business incen-

tives. Therein, a single decision by an autono-

mous process may be taken as a result of

multiple data sources that are dependent on one

another. Consider the risk assessment of a safety

alarm service in an underground mine as an exa-

mple, which consists of multiple sensors to

detect smoke, humidity, and temperature. An

autonomous process triggers the alarm in case

of an accident, which is followed by a series of

chained events. Then, a process locates the min-

ers and computes their most optimal rescue

route, using the data coming from different sets

of sensor sources. Moreover, the service must

notify the miners for their own rescue route in a

timely manner and contact additional external

services to deal with the emergency situations,

such as the fire department in case of a fire.

Potential sources of failures in such systems are

multidimensional, arising from 1) IoT hardware

and software, with respect to data quality;1 2)

network, related to delays and packet losses;9

and 3) virtual computing, with respect to data

processing, caching, and storage.4 In current

practice, the quality of such complex

chained events is controlled on an ad-hoc basis,

while the consequences of failures are not

well understood.2 The same study2 also identi-

fies current lack of understanding on QoE mea-

surement and monitoring regarding multiple

chained events and autonomous services. Thus,

the aim of the next section is to identify the

components and data-sources of the emerging

IoT services.

QUALITY OF MACHINE EXPERIENCE
(QoME)

Artificial Intelligence (AI) is seen as a key

enabler for autonomous processes,12 which can

also be part of complex service chains as shown

on Figure 2. AI is defined as ”the science of

Figure 2. Limitation of the current QoE evaluation models.
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making machines capable of performing tasks that

would require intelligence if done by humans.”14

The research on AI goes as far as defining

machine emotions and human-robot interac-

tion.15 Thus, one may envision that AI-enabled

machines can, just like humans, perceive experi-

ence, which arguably is different compared to

the humans (e.g., QoE). The AI runs as a software

on a controller (see Figure 2), which takes deci-

sions based on data-driven approaches.14 More-

over, decision making requires reasoning, which

entails complicated processes for self-optimiza-

tion and self-configuration.12 For instance, self-

optimizing algorithms anticipate critical inci-

dents and other occurrences of the operating

history to optimize the solution behavior. Thus,

we define QoME as “Objective metrics that meas-

ures the quality and performance of intelligent

machines and their decisions.” Herein, the first

challenge is to identify the main components

and data-sources regarding intelligent machines;

Second, the objective metrics should describe

the current state of the system in a humanly

understandable way. The creation of such objec-

tive metrics is essentially the scope of this arti-

cle, proposed with the QoIoT definition in the

next section.

The data-sources within the AI are typically

classified into three components, namely 1)

physical, 2) network, and 3) logical, explained as

follows.6,12

(1) Physical components are related to the data

generated by the hardware and its software

within a service. The state of the physical com-

ponents is measured through behavior moni-

toring, fault tolerance, and anomaly detection

in the generated data.2 To do so, researchers

study statistical methods and unsupervised

machine learning (ML) techniques to find rela-

tionships and clusters in the generated data.12

(2)Network components are related to the

research on QoS with main focus on measur-

ing the way physical devices and end-users

communicate within the service and with the

outside world.4

(3) Logical components are related to the soft-

ware, or controller, that typically has various

IoT hardware on disposal to execute the fol-

lowing processes.12 1) Independent decision

making based on contextual conditions.

2) Prediction of states, events, and conditions.

3) Event-based M2M interaction patterns.

4) Autonomous creation of knowledge and uti-

lizing it for self-optimization. 5) Self-reliant

reaction due to unplanned events. Those pro-

cesses can be quantified using objective data

generated by the software and its physical

devices. However, current literature does not

understand the way such autonomous serv-

ices impacts the overall QoS andQoE.2

CHALLENGES REGARDING QoE
FOR IoT

The following list exposes the limitations of

the current state of the art methods for monitor-

ing and evaluating quality of an IoT service.

(1) How do various physical, network, and logi-

cal components affect each other in a com-

plex service chains?

(2) Howdoweperforma root-cause analysis in ser-

vice chains, containing intelligentmachines?

(3) How can an end-user alter or affect the intelli-

gent machines?

(4) How do we evaluate the quality of intelligent

machines and troubleshoot their impact on

the service performance?

(5)What type of objective metrics for quality

evaluation and control will feed the self-opti-

mizing methods in an autonomous service?

DEFINING QoIoT
The legacy models for QoE management are

user-centric, quantifying the experience from

the human entity through subjective and objec-

tive tests.4,5,9 The human entity is composed of

end-users, which in the work by Mitra et al.4 are

seen as a customer from a business perspective.

In this regard, the concept of Quality of Business

(QoB) was developed,16 which looks at the

impact of QoE and QoS to business operations,

defining relationships such as business to cus-

tomer and business to business. The end-user

interacts with the service (see Figure 2), even

though the service may consist of autonomous

processes and complex service chains. Consider

an autonomous vehicle, where an end-user can

supervise, adjust the settings, or override a
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decision made by the AI.17 However, before tak-

ing any decision to alter the autonomy, the end-

users need knowledge of the current system’s

state, referred as situation awareness (SA).18

Going beyond the QoE approaches, the deci-

sions by the intelligent machines will impact the

business entity as well, sometimes without

human intervention.2 In that direction, we pro-

pose an extension to the quality evaluation para-

digm to cover emerging IoT services by defining

QoIoT, illustrated in Figure 3. Essentially QoIoT

is a combination of metrics that are measured

from two different perspectives: 1) QoE, by

extracting the legacy user-centric management

models4,5,9 and 2) QoME, by understanding

machine’s behavior and translating the overall

machine performance to business-oriented met-

rics. QoIoT is represented as

QoIoT 2 QoE; QoMEf g:

Correspondingly, the newly formed definition

of QoIoT states as follows.

“Quality of IoT-experience (QoIoT) is a
metric that aggregates the delivered
quality of an IoT service from the
perspective of humans and machines. The
end-users’ experience is evaluated with
subjective and objective human factors,
while Quality of Machine Experience
(QoME) translates the overall machine
performance to business-oriented metrics
through objective performance
indicators.”

Human-Business Relationship

QoIoT, by definition, extends the traditional

user-centric QoE approaches and therefore

extracts the Human Entity, which includes stake-

holders, end-users, and customers,6 as shown in

Figure 3. The current state of the art also defines

the relationship between human and business,3

mainly by utilizing QoS and QoE to build SLAs.

Hence, the Business Entity in the current form

understands the customer needs and possesses

abilities to alter the business operations through

defining business goals, SLAs, and build the IoT

infrastructure. Table 1 summarizes the synergies

among QoIoT with the current state of the art,

classified by the identified components of an IoT

service.2,6,12 The first criterion in Table 1 is QoS,

which strictly describes the network quality with

objectively measured metrics.4 The majority of

the QoE management models in the work by

Skorin-Kapov et al.5 utilize the QoS metrics; how-

ever, their relationship is not linear; this is due to

human cognitive and behavior factors, as well as

various contextual factors.4 That is, QoE metrics

consider factors from the application and net-

work metrics and ultimately maps them to end-

users’ subjective scores. Such subjective knowl-

edge provisions the end-user experience but do

not calibrate the overall machine performance or

enable detailed root-causes of the service perfor-

mance. For instance, policymakers for the auton-

omous vehicles are struggling in defining the

responsible actors in cases of accidents,17 where

subjective scores do not help in determining

whether it is a human mistake or point-out at a

specific internal hardware or software error.

Business-Machines Relationship

Endsley et al.18 defines the term SA in

dynamic systems, which to observe the current

state of the system, detect patterns, and create

objective knowledge necessary for service con-

trol which has direct implications on the overall

service performance. Therefore, in complex ser-

vice chains composed of end-users and autono-

mous services, it is essential to create QoIoT

knowledge understandable for both entities,

humans, and machines. On the one hand, mea-

suring QoIoT can leverage the Human entity

regarding the following. 1) Understand the

impact of the machines on the business and

user-centric QoE. 2) Replace or install new

equipment, and upgrade software. 3) Semicon-

trol the machines. 4) Adjust the workflow of the

machines. On the other hand, the QoIoT knowl-

edge can leverage the Machine entity as well,

Figure 3. Defining quality of IoT-experience.
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regarding 1) understanding the impact of indi-

vidual data-sources and the logical components

of the intelligent machines on the overall ser-

vice performance and 2) using the QoIoT met-

rics as benchmarks for optimizing the

autonomous operations. In this regard, QoIoT

considers measuring objective performance fac-

tors (see Table 1). Table 1 lists the factors that

concern various components for an IoT service;

these factors measure how well an IoT service

makes progress in achieving a particular objec-

tive such as productivity and safety. Each of

those factors may be rather general, such as

overall equipment efficiency19 or industry-

specific, such as revenue/hour. The book by

Samsonowa19 describes several examples of

performance factors in information technology

industry. A study on industrial manufacturing

systems12 gives a hint that quality of autono-

mous services can certainly be measured

through business metrics, independent of any

network, and application technologies. Hence,

the way performance factors are defined will

depend on the business goals and service

requirements. The next section provides an

example of forming such performance factors

around a case study.

INDUSTRIAL IoT CASE STUDY:
REMOTELY CONTROLLED
SEMIAUTONOMOUS
UNDERGROUND VEHICLES

Remotely controlled mining vehicles are con-

sidered as a case study to apply the proposed

QoIoT concept and define performance factors

for quality monitoring. The motivation is to auto-

mate the operations in mine, such as blasting and

extracting ore and remove the expert-driver from

such hazardous underground environment. This

would also fully utilize the production hours of

the mine, especially during shift changes and

blast hours, as the mine workers typically wait

few hours after a blast to access the mine due to

polluted air.20 As an enabler for such case study,

an IoT setup deploys a variety of sensors, actua-

tors, and cameras, streaming data in uplink over

the cellular network to a remote-control station.

Table 1. Comparisons among QoS, QoE, and QoIoT.
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As an expert-driver controls the machines from a

distance, data is being sent in downlink as well,

from joysticks, buttons, and pedals. The variety

of traffic sources imposes complex quality

requirements for the network, as the traffic con-

sists of critical and noncritical information, sub-

stantial, and light-weight data.

Besides remote-control from a distance,

the expert-driver can also supervise semiau-

tonomous features and let the vehicle execute

task autonomously. For instance, the vehicles

can drive in-and-out of the mine indepen-

dently, evacuate in case of emergency, auto-

matically place and perform the blasting, and

assist in loading the ore. Being semiautono-

mous means that particular software is

deployed on the vehicles that take autono-

mous decisions in controlling the vehicle. As

the operations are orchestrated purely by cen-

tralized software, the runtime of the system

must integrate complex processes such as

decision-making, self-configuration, self-optimi-

zation, and self-healing.12

Defining Industry Specific Qome Factors

Around a Case Study

The mining industry has predefined metrics

that are constantly measured, based on which

the business operations are optimized. Ander-

sson20 identified industrial revenue, safety, and

productivity as key performance indicators

within mining. While other businesses generate

revenue from efficient and reliable service, in

mining, it is the productivity as the main factor

determining the revenue. The productivity as a

metric is a function of the productive capacity

meeting its intended end-results, such as

planned production levels, safety, efficiency, reli-

ability, and direct economic costs.20 Estimating

the productivity in the mining case study

necessitates behavior monitoring of the expert

drivers, machines, and network. Such role sepa-

ration enables the possibility for root-cause anal-

ysis when the productivity levels are not at the

desired level. A real-time productivity metric

can enhance the expert-driver’s SA during

remote-control or supervision of the autono-

mous processes, regarding enabling/overriding

a self-drive or adjusting the settings of the AI.

Having the expert-driver intervene during self-

driving is beneficial for the AI system itself, as

the human behavior and the measured produc-

tivity can be used to label edge cases in improv-

ing the AI.

The productivity, in the mining case study,

may be defined with the following objective per-

formance factors:

Productivity Production level ^
Availability ^ Efficiency ^Reliability

The following list explores the ways to moni-

tor the objective performance factors.

(1) Production level is defined as loading the maxi-

mum possible scoop of ore in the least amount

of time, rendered as a tons/hour.20 Herein, the

essential metrics need to be identified, which

lead to the desired tons/hour levels. For

instance, weight, vibrations, trajectory, and

pressure on the filling bucket can measure

scooped tons/hour. A real-time ML analysis on

such metrics, combined with internal vehicle’s

data, can compute the most suitable vehicle’s

acceleration while excavating the ore.20 A simi-

lar way can compute the most optimal tech-

nique to load as much ore as possible per

scoop, depending on the rock structure,

directly increasing the tons/hour metric. In

cases when an expert-driver is remotely con-

trolling the vehicle, real-time analysis on the

network QoE, as well as video streaming QoE,5

can boost the overall productivity.

(2)Availability refers to the direct costs of repair-

ing or replacing a broken machine in the min-

ing case study. However, the maintenance

costs also include production losses during

the downtime period of the broken machine,

directly impacting productivity. A couple of

machine availability threads are discussed in

the work by Andersson,20 such as wheel slip,

collision detection and avoidance, and traction

control. The same study also proposes ways

to monitor the potential threads with the

deployed sensors on themachines.

(3) Efficiency is associated with the success rate

of correct operation, mean execution time,

rate of operating errors, and complexity of

the currently executing task. Fuel efficiency
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is one obvious metric in the context of the

mining case study, monitored and measured

with a combination of sensors. For instance,

the trajectory mappings of the underground

mine with the positioning of the other

machines or workers in real-time might show

the most efficient driving path.20 The same

study also identifies the most important met-

rics for monitoring the efficiency in under-

ground machines, such as bucket payload

(tons), speed (km/h), transport performance

(ton�km/h), and machine-utilization (%).

(4)Reliability refers to estimating the risk of fail-

ure in parts of the IoT service. An indication

of how to measure the reliability of the case

study is given in the work by Andersson,20

with metrics such as risk-of-failure, mean-

time-to-failure, time-between-failure and

reconfiguration, and mean-time-to-repair. For

instance, to discover a percentage of risk-of-

failure, one must monitor the overall

machine health-status, in combination with

the network analysis. Herein, thorough data

analysis is necessary by utilizing methods for

anomaly detection and fault tolerance, typi-

cally involving unsupervised ML techniques

and data clustering.2 An outcome can sug-

gest when is the right time to replace hard-

ware or upgrade software. Moreover, when

the expert-driver remotely controls the vehi-

cle, the system can indicate incoming blind

radio coverage spots (where the driver loses

connection with the machine) by observing

the acceleration and position metrics from

the machine.

CONCLUSION AND FUTURE WORK
In this article, we identify a clear lack of defini-

tion for QoE in IoT. We envision the future emerg-

ing IoT services to be orchestrated purely from

software, with and without human intervention.

As the current state of the art on QoE is user-cen-

tric, the present QoE management models are

quantifiedbasedon subjective tests,which neither

captures nor understands the implications of qual-

ity degradations caused by the machines. Thus,

we assert the need for defining machine experi-

ence, where we aim to define a common ground

for discussion on factors that influence the quality

of autonomous services, regardless of the

presence of the human. Within this context, it is

the goal of this article is to delineate Quality of IoT-

experience and to ignite discussions within the IoT

and QoE community. As future work, we aim to

define and test a novel methodology for QoE

assessment and prediction in IoT.
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